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FOCUS PRIVACY LAWS

PERILS OF DATA LOCALISATION

e Government of India,
on August 3, withdrew
the Personal Data
Protection Bill, 2019 (PFDP

Bill), with a caveat that it would be
replaced by a “comprehensive
framework” in alignment with
contemporary digital privacy laws.
Keeping in view the frenetic pace
of digitalisation, and vast ‘data’
resources being created, it is manda-
tory for India to come up with aro-
bust data protection law. The
Supreme Court in the iconic
Puttaswamy case (2017), had asked
the government to come up with
a robust data protection law.
Pursuant to this, a report was sub-
mitted by Justice Srikrishna
Committee in 2018. Responding to
the draft bill of the government,
Justice Srikrishna observed that
the bill will create an Orwellian
State. Against this backdrop, some
of the provisions of the bill, par-
ticularly data localisation, which
has stirred the hornet’s nest
amongst the global intermediaries,
Srikrishna Committee recom-
mendations and global practices,
need close look and introspection.

The draft law segregates data
into personal data, sensitive per-
sonal data, critical data, and non-
personal data. The most contested
issue is the provision of “data lo-
calisation,” which mandates stor-
ing and processing of the personal
data of the citizens within the
contours of national boundaries.
Currently, if India requires ac-
cess to data that is stored in a for-
eign nation, Mutual Legal
Assistance Treaties (MLAT) isap-
plied. It is an inordinate process,
taking more than ten months to get
access to information through this
mechanism. Often it is even denied.
Therefore, Justice Srikrishna
Committee had recommended that
if the data concerning local peo-
ple are stored in India itself, it
will strengthen the hands of law
enforcement agencies.

However, there is a flip side to the
application of this policy, The first
issue is with the protection of the
privacy of the individual. Section
69 of the IT Act, 2000 allows the

The misuse and arbitrariness of the government
would have no bounds if unrestricted
access to data is provided to the government

government to intercept, monitor,
or decrypt any information stored
in any computer under the garb of
reasonable restriction provision
in Article 19(2) of the Constitution
like sovereignty, integrity, security;
and public order of India. The mis-
use and arbitrariness of the gov-
ernment would have no bounds if
unrestricted access to data is pro-
vided to the government. Moreover,
it may harm the nation economi-
cally too. There is a possible threat
that foreign companies might opt
out of the Indian market.
Technological giants like Amazon,
Google, and Meta have already ex-
pressed their strong displeasure
with this law. Their concern is the
high compliance cost that they
would have to bear to store the
data locally. Apart from that, fear
also exists on the reaction of the for-
eign nation to Indian firms oper-
ating abroad. In the age of global-
isation, data protectionism would
be detrimental to the economy.
As alluded to above, in the ex-
isting legal dispensation India has
to wait for months to get access to
data through MLATS. One of the
ways to expedite access to data is
by establishing a regime of free-
flowing data through a bilat-
eral/multilateral framework. It
would greatly help India solve the
problem of conflicting legal
regimes. Moreover, it would also
allow Indian law enforcement
agencies to easily get access to
data stored in a foreign land. The
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narrative that implementing the
policy of restricting data within
the boundaries of the nation would
allow quick and easy access to
any form of data is based on slip-
pery grounds. This is because even
if such a policy is implemented, for-
eign companies would still have to
abide by the rules of their home
nation. This is especially relevant
with US companies that hold most
of the world’s data. This is anal-
ogous to extradition treaties that
India has signed with several coun-
tries for handing over fugitives, who
have committed crimes within
the jurisdiction of India.

The Srikrishna Committee
which submitted the draft PDP
Bill to the government in 2018 had
put safeguards on the processing
of personal data in the interests of
the security of the state. It ex-
plicitly stated that it should be au-
thorised pursuant to a law, and
must be necessary and propor-
tionate to the interest being
achieved. The committee had kept
in mind adherence to the Supreme
Court’s privacy judgement of 2017,
which mandates the government
to declare a specific objective for
collecting private data and what
procedure would be followed.
However, the Bill that was placed
in Parliament by the government
has removed those critical
safeguards.

While the European Union (EU)
came up with the General Data
Protection Regulation (GDPR) as

a safeguard to data privacy, the
US does not follow the tradition of
a single overarching privacy law.
The US has varied privacy laws
based on sectors that work in con-
junction with different state pri-
vacy and data protection laws. On
the other hand, the Russia-China
model of data protection is fo-
cused on data localisation, In fact,
according to the provisions of data
localisation laws, websites may
be blocked that don't process
Russian data in Russia. The biggest
drawback of India’s draft bill is that
there has been no financial viability
test as was done while enacting
GDPR by the EU. Secondly, the
basis for passing of GDPR as dis-
cussed by EU members was that
it aimed to harmonise the privacy
standards throughout the EU. This
isn't the case with India. India
has the same set of fundamental
rights and Right to Privacy which
is applicable throughout the nation.
In the age of globalisation,
Ricardo’s comparative advantage
theory of 1817 and free movement
of goods and services between
countries have brought unprece-
dented prosperity toall countries.
Data localisation on the face of it
goes against the spirit of the ‘end
of geography’ as Milton Friedman
called it. However, data on wings
can be dicey with ‘God-like tech-
nology’ carrying in its womb a
dark web and dystopia of politics,
commerce and chicanery. The way
forward for India is to tread care-
fully in the matter of data stor-
age and retrieval without losing the
benefit of the global commercial
network. Data localisation on the
lines adopted by the EU and al-
lowing their processing interna-
tionally will help the MNCs and in-
termediaries, which have big stakes
in India. Bilateral treaties on data
sharing as in the case of
extradition treaties will help.
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