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‘The greatest freedom that | have gained is that | do not have to worry about what happens
tomorrow, because | am happy with what | have done today.’

— Edward J. Snowden

ABSTRACT: The article legally examines the key privacy concerns pertaining to the Aadhaar,
a unique digital identity project of India. The Aadhaar project is stipulated as the core platform
for the advent of a digital society and economy as steered by the IndiaStack template that aims
to integrate identity data management across different sectors for an efficient and hassle-free
transfer of ideas, goods and services across the nation. Although the project has high and
defensible ambitions to bring the much-needed ease or convenience along with economic
benefits in India, there are genuine data privacy concerns which makes it economically,
politically and legally - a highly ambitious and controversial project. The amount of data which
is captured in the process of Aadhaar enrolment and authentication given that the core database
of Aadhaar remains centralized creates new vulnerabilities making it susceptible to state or
private surveillance of citizens. Thus, it becomes necessary to diagnose the data privacy
arguments in light of the constitutional right to privacy and analyze whether the Supreme
Court’s Aadhaar judgment ‘balances’ citizen’s right to privacy with Aadhaar objectives and
whether such ‘balancing’ meets the standard benchmark or lacks in the same.

Key words: Aadhaar; mass surveillance; privacy; metadata; proportionality; Wednesbury
unreasonableness; digital identity

1. INTRODUCTION
2. THE AADHAAR PROJECT

Aadhaar is the largest biometric digital identity in the world with the aim to unleash the positive
digital potential as well as to re-model public sector governance in India.? It is estimated that
Aadhaar will advance the national digital economy with the entrance of public and private
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sectors into the digital era which will help re-imagine public-private interactions at several
levels.?

The Indian state since independence was confronted with three special problems: a)
reduce mass poverty, b) ensure national security given the apprehensive relations with
neighbors and c) regulate terrorism finance. In order to resolve the triple problems, the solution
depended on a unique and functional national identification system.®

Firstly, poverty was meant to be tackled through various schemes, subsidies, services and
benefits paid through the national exchequer and directed to all the citizens who needed the
same.® However, the system was substandard due to middlemen, power brokers, contractors
and the other such corrupt middlemen.” In relation, Rajiv Gandhi famously said that — ¢...out
of Rs. 100 allocated to an anti-poverty project only Rs. 15 reaches the people’. Years later,
Rahul Gandhi expressed the same concerns until the arrival of Aadhaar.® As the Aadhaar
project enabled the Government to uniquely target the most vulnerable communities in India
to directly transfer government aid to them by uniquely identifying them without the need for
any middlemen.

Secondly, following the 9/11 attacks in the United States (US), there were global
concerns over terrorism financing that enabled such acts of terrorism.® A global consensus
behind a probable legislation through an inter-governmental body known as the Financial
Action Task Force (FATF) was revived by the US.1° India supported the FATF’s initiatives
and affirmed to abide by its standards.'! Additionally, India’s financial institutions confronted
challenges around the enforcement of customer due diligence, i.e., electronic verification of
identity — Electronic Know Your Customer (e-KYC) requirement.*?

Thirdly, three days after the Kargil War, an armed conflict between India and Pakistan
in 1999, a Kargil Review Committee (KRC) was established by the Government of India to
examine the sequence of events and make recommendations for the future.®* The report stated
that: “The critical failure in intelligence was related to the absence of any information on the
induction and de-induction of battalions and the lack of actual data on the identity of the
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battalions in the area opposite Kargil during 1998.’ In February 2001, a group of ministers
recommended on the basis of the report a comprehensive and systematic overhaul of the
country’s security and intelligence apparatus keeping with the technological revolution. One
of the ambitions provided by the ministers was to ensure a multi-purpose National Identity
Card. In 2003, the BJP government amended the Citizenship Act, 1955 to add a new section®®
for the issuance of National Identity Cards which was tasked to the Ministry of Home Affairs
under the National Population Register.6

Critically, these three factors shaped the future of the national digital identification
system in India. The main architect behind the Aadhaar project — Nandan Nilekani in his book
titled ‘Imagining India — Idea for the New Century’ provided that a unique national ID built on
an intelligent infrastructure with a secure and scalable backend, single record keeper for the
whole country would be nothing less than revolutionary in how the state ensures welfare and
it would dramatically change India’s governance model.'” Nandan Nilekani got involved into
the Aadhaar project when he was invited in New Delhi to potentially join the Congress Party
by Rahul Gandhi.'® The then former Prime Minister of India, Dr. Manmohan Singh saw the
suitable opportunity for bringing Nilekani into the government as the chief of the Aadhaar
project, the post which was vacant at the time.*®

According to the World Bank, inclusive and trusted - i.e., good ID systems are important
for achieving sustainable development goals, especially for ending extreme poverty and
improving shared prosperity.? It achieves the United Nations’ Sustainable Development Goal
(SDG) Target 16.9 — ‘to provide legal identity for all, including birth registration by 2030°.%*

14 Kargil Review Committee Report (15 December 1999)
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3. THE AADHAAR FRAMEWORK

The Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and Services) Act,
20162 legally implements the Aadhaar project. The preamble of the Aadhaar Act, 2016 states:

An Act to provide for as a good governance, efficient
transparent, and targeted delivery of subsidies, benefits
and services, the expenditure for which is incurred from
the Consolidated Fund of India, to individuals residing
in India through assigning of unique identity numbers to
such individuals and for matters connected therewith or
incidental thereto.

The main institutional body regulating the Aadhaar project is called the Unique
Identification Authority of India (UIDAI) as mentioned in the Aadhaar Act, 2016 based in New
Delhi, India.?®> Whereas the other eight regional offices are located in other various parts of
India.>* The UIDAI as an institution comes under the Ministry of Electronics and Information
Technology (MeitY), Government of India.?® The UIDAI controls all the enrolment,
authentication and the central database processes relating to the Aadhaar project.?® The UIDAI
specifies the manner in which the Aadhaar can be used as a digital identity both for public as
well as private services and it has the authority to share information of Aadhaar number
holders, specify data management, security and other technology safeguards for Aadhaar.?’

There are essentially two main processes in Aadhaar which operates at a mass-scale for
digital identification in India — enrolment and authentication.?® Aadhaar enrolment is
undertaken by local enrolment agencies appointed by the registrars who in turn are appointed
by the UIDAI itself.? The enrolment process utilizes multiple-fingerprint scanners, iris
scanners and cameras as certified by the Standardization, Testing and Quality Certification
(STQC) and UIDAI which are then connected to the UIDAI’s Standard Application
Programming Interface (API1).%° The enrolment process captures two kinds of personal data:
(a) demographic information and (b) biometric information.3* The enrolment data packet gets
encrypted after the enrolment and uploaded on the central ID repository (CIDR) safely using

22 UIDAI, ‘Legal Framework: Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and
Services) Act, 2016°, https://uidai.gov.in/about-uidai/legal-framework/2033-aadhaar-targeted-delivery-of-
financial-and-other-subsidies,-benefits-and-services-act,-2016.html (last visited 30 January 2021).

2 UIDAL ‘About UIDATI’, < https://uidai.gov.in/about-uidai/unique-identification-authority-of-india.html> (last
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secured file transfer protocol.®? The data packets are checked against duplication, quality
checks, bio-metric de-duplication and performance to ensure that they improve the
performance of the systems.3®* The Aadhaar number is allotted as the uniqueness of the
applicant-resident is determined.3

Aadhaar authentication services encompasses the use of Aadhaar as a digital ID for
various public and private services within India.®® The UIDAI selects the authentication service
agencies who direct the authentication requests from the requesting agencies.*® Requesting
agencies are any public or private entities who accept Aadhaar IDs as authentication to supply
their services to the Indian citizens.®” The authentication requests travels from the requesting
agencies to the authentication agencies and finally to the Central Identities Data Repository
(CIDR) for the formal approval via a digitally signed response Yes or No or a digitally signed
e-KY C authentication response with encrypted e-KYC data along with technical details related
to the authentication transaction.®® In all modes of authentication, the Aadhaar number is
mandatory along with certain input parameters specified by the UIDAI so that the
authentication is always reduced to 1:1 match.®® Lastly, the REs could receive Aadhaar
authentication services through multiple ASAs, a RE can apply to the UIDAI to become its
own ASA .0 The REs can send authentication requests for its own service needs as well as on
behalf of multiple-REs.*

In order to achieve the benefits of a unique digital identity at scale, the Indian state by
utilizing Aadhaar as the backbone has ventured and built a technology stack, known as
‘IndiaStack’ as an interconnected but independent single-purpose layer of technologies called
platforms (for data sharing, digital payments and identity verification) which work together
towards general purpose tasks.*? The IndiaStack is based on two principles: (i) building digital
platforms as public goods so both public and private sector participants are able to develop
technological innovations; and (ii) incorporating data privacy and security in the design of
digital public goods.*® These platforms include — verification, digital signature and payments
which uses Aadhaar as the identification basis to serve as a public digital infrastructure for the
ease of supplying various public or private services.* All of these platforms when connected
allow for different and competing solutions which are capable of scaling-up swiftly.*® They
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have an important combinatorial effect on financial inclusion, social protection and access to
governmental programmes.8

Figure 1: Aadhaar as the backbone of IndiaStack (Digital India)
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Source: IndiaStack Official Portal, Presentation, Slide 15 of 29, <https://www.slideshare.net/indiastack/architecting-platforms-for-
innovation> accessed on 13 April 2020.

Along with the IndiaStack initiative for a digital society and economy, various public
and private services are connecting to Aadhaar for voluntary identification beyond those
services where mandatory linkage with Aadhaar is required. The Government had already
made health care, national subsidies, services, benefits, pan card, income tax, property
registrations, passports and ration card linkage to Aadhaar compulsory.” However, indirectly
many other service providers are gradually demanding the Aadhaar verification to ensure quick
and convenient authentication and delivery of services - for bank accounts, car numbers and
registration, LPG gas connection, electricity bills, railway travels, pension cards, marriage
proof, mobile numbers, school enrolments as well as central or state examination.*®

Aadhaar has become the gateway to access, build and expand the Digital India vision.
Nandan Nilekani notedly said that: ‘Indians will be data-rich before they become economically
rich’. ‘Data Democracy’ a term stated by Nilekani in relation to IndiaStack aims to provide
that the idea of Digital India means that Data will be in the hands of the people to utilize, share
and build to enable people’s ease of access and development in the Digital India. Data will be
used for the development of Indians through democratic means by ensuring ‘consent’ of the
people.

4 id.
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Figure 2: Types of linkages to Aadhaar in India (dark: compulsory, light: voluntary for
convenience)
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Source: Unique Identification Authority of India, Annual Report —2017-18, https://uidai.gov.in/images/Annual-Report-ENG-2017-18-Final-
18072019.pdf (last visited on 11 April 2020).

4. AADHAAR’S DATA PRIVACY CONCERNS: THE ‘A-ALaRMS’

The central data privacy concern as regards Aadhaar is the nation-wide collection, retention
and profiling of metadata (i.e., data about data)*® related to the Aadhaar authentication logs of
the Indian citizens. The privacy concerns relating to Aadhaar is difficult to fathom for many
people because it resembles a puzzle called ‘connecting the dots’. The dots are the Aadhaar
Authentication Logs and Related Metadata (A-ALaRM) and the puzzle is packets of metadata-
silos made up of the A-ALaRMs. However, when due to state or non-state activities, the puzzle
is solved via connecting the dots, i.e., by enabling integration of the A-ALaRM silos to
complete the puzzle, the state or non-state entity is able to see through and predict the nature
of puzzle. ‘Puzzle’ being the lives and lifestyles of citizens or customers. In real life, the puzzle
is pre-arranged owing to the nature of surveillance, e.g., Amazon collects metadata relating to
its customers’ shopping and surfing habits, then the stored metadata is fed into data-mining
and machine learning algorithms that in the most accurate manner aim to suggest goods for
more shopping of our like®°. However, in the cases of mass surveillance (e.g., STELLERWIND
project>! of mass surveillance in the US post-9/11 terrorist attacks which aims to collect email

4 RICHARD GARTNER, ‘Chapter 1: What is Metadata and Why it Matters?’ in METADATA : SHAPING
KNOWLEDGE FROM ANTIQUITY TO THE SEMANTIC WEB (Springer International Publishing
Switzerland 2016).

%0 DW Documentary, ‘Amazon, Jeff Bezos and collecting data’,
https://www.youtube.com/watch?v=090PShJVu58 (last visited 11 April 2020).

1 The Washington Post, ‘US Surveillance architecture includes collection of revealing Internet, Phone and
Metadata’,  https://www.washingtonpost.com/investigations/us-surveillance-architecture-includes-collection-
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communications of the US citizens in bulk for five years so that surveillance can be assessed
by nature and then initiated, retrospectively) the puzzle can be created as well as resolved
retroactively by using bulk metadata.5?

Why metadata and not data? What is the difference, if any? Metadata is the invisible data
which is automatically collected in the generation or use of data/digital content from digital
devices or digital 1D cards.>® Metadata is the ‘data about data’, it is the essential automated by-
product or footprints of humans in the digital world.>* To be clear, in cases of mass surveillance,
it is not the data or content which enables profiling or surveillance but the technologically
readable and assessable — metadata.>® The aggregation of metadata reveals the context beyond
that revealed in the content and readily lends itself to effective data analysis by machines.>®

Edward Snowden in

his monograph titled ‘Permanent Record’ states®’:

Metadata is data about data. ...data made by data...a
cluster of tags and markers that allow data to be useful.
The most direct way to think about metadata is activity
data, all the records of all the things you do on your
devices and all the things your devices do on their own.
Metadata of phone call — callers, location of the call,
minutes of talk time etc.; metadata of an email — type of
computer it was generated from, location via IP address,
who besides the sender and recipient have access to it
etc., ...it is best to regard metadata not as some benign
abstraction but the very essence of content, it is precisely
the first line of information that the party surveilling you
requires. ...you have hardly any control over metadata
you produce, because it is generated automatically. Just
as it is collected, stored and analyzed by machine, it is
made by machine too without your consent. ...the
intelligence agencies are far more interested in the
metadata — the activity records that allow them both the
big picture ability to analyze data at scale and the little
picture ability to make perfect maps, chronologies and
associative synopsis of individual person’s life, from
which they presume to extrapolate predictions of

of-revealing-internet-phone-metadata/2013/06/15/e9bf004a-d511-11e2-b05f-3ea3f0e7bb5a_story.html
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behavior. In sum, metadata can tell your surveillant
virtually everything they’d ever want or need to know
about you, except what is actually going inside your
head.

The metadata phenomenon can be further understood by noting Ackoff’s pyramid®,
Metadata is the underlying machine-readable thread which enables big data fragments to be
assimilated into structured information from which we derive meaning from the raw data.>®
When links are enabled between pockets of information, we can arrive at knowledge of the
substance. Interpretation and analysis of the knowledge gives us an understanding as to ‘why’
from the information of as to ‘what’.%° Once a complete understanding has been gathered, then
we can arrive at the question: what is the best thing? — wisdom.®*

In every stage of the pyramid, it is the metadata that provides the linkages from raw data
- information = knowledge = wisdom.5? Almost all kinds of metadata are capable for
formulating the linkages, especially the descriptive metadata.®® The Cambridge Analytica
Scandal apparently proves that gaining understanding of citizen’s personality-type through
data analytics can help generate powerful political or commercial messaging to meet campaign
or corporate objectives.5*

Ackoff’s pyramid
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Source: Richard Gartner, ‘Chapter 1: What is Metadata and Why it Matters?” in Metadata : Shaping knowledge
from Antiquity to the Semantic Web (Springer International Publishing Switzerland 2016).
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In the Aadhaar judgment, the parties, especially the judges cumulate many unimportant
issues which makes the metadata surveillance diagnosis obscure and incomplete. The ubiquity
and revealing nature of metadata is the essence of the data privacy issue in the Aadhaar
judgment. All the other issues as regards the protection of the Aadhaar’s central database from
illegitimate non-state or state activities like hacking; or the fact that there is no clear purpose
limitation to Aadhaar’s usage and the storage limitation of authentication logs for 5 years is
too much; are all in essence based on the key issue whether the Aadhaar Act, 2016 have cogent
safeguards against A-ALaRM state or non-state surveillance in India.

S. PROPORTIONALITY TEST IN THE CONSTITUTIONAL LAW
4.1. AHARON BARAK’S PROPORTIONALITY TEST AS THE BENCHMARK
4.1.1. CONSTITUTIONAL RIGHT’S ACTUAL v. REALIZING SCOPE

Barak provides that there is a hierarchy of rights in a legal system with the Constitutional right
as the highest, the statutory right lower than the constitutional right and so forth.%® The need
for such hierarchy of norms in a legal system ensures that a lower norm does not overtake the
higher norm without any justification.®® In cases where the higher norm is without limitations,
explicit or implicit, the higher norm is considered as an absolute norm, i.e., no argument can
ever justify its limitations.®” However, Barak provides that such absolute constitutional norms
are rare and it is generally understood that most of the constitutional norms are relative in
nature, i.e., there is an implicit or explicit constitutional limitation clause that allows for the
norm to be limited by a sub-constitutional law, i.e., statutory law or common law statute.%8

Importantly, Barak provides that in cases of such limitation of higher norms, specifically,
the constitutional norms, their actual scope, i.e., their constitutional scope is never limited by
a sub-constitutional law rather only its realizing scope is under scrutiny as to how the said
constitutional norm needs to be realized given a restraining sub-constitutional law through the
proportionality analysis.®® At the heart of any constitutional limitation clause lies the concept
of proportionality. The concept of proportionality functions at a sub-constitutional level, i.e., it
only screens and passes the proportional limitations on the constitutional norm’s realization by
a sub-constitutional law and not affect its actual constitutional scope.”® The American
constitutional practice is opposite, i.e., it aims to limit the actual constitutional scope by
assorting the constitutional rights into three categories given the degree of importance or
urgency: a) strict scrutiny — fundamental rights; b) intermediate scrutiny — equal protection and
related rights; and c) minimal scrutiny — all other rights in the Bill of Rights. These categories
are to be followed in all the cases and limitations need to be assessed, accordingly.” Barak

% AHARON BARAK, ‘Chapter 4 — Limitation of constitutional rights’, in PROPORTIONALITY:
CONSTITUTIONAL RIGHTS AND THEIR LIMITATIONS (Cambridge University Press 2012).
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notes that the categories are exclusive of any notion of ‘balancing’ between the benefits and
harms in the realization of the constitutional right which confines the constitutional analysis
when compared to the proportionality test as supported by Barak.?

4.1.2. BARAK’S PROPORTIONALITY v. WEDNESBURY UNREASONABLENESS

According to Barak, the proportionality test when compared to the wednesbury
unreasonableness test that consumes most of the common law judges; is a much better,
transparent, focused and structured test due to its four-tier, structured examination of proper
purpose, rational connection, necessity and proportionality stricto sensu.”® As there is no
agreement on the components that form the basis of the test of wednesbury unreasonableness
since the conventional wisdom is that the reasonableness test is determined on a case-by-case
basis given the peculiarity of each case.’

According to Barak, reasonableness is not personal but substantive keeping in view all
the determinants or factors to be considered in a case.” In the English courts, the judges
developed the wednesbury unreasonableness test whereby the judges were hesitant to move
against the legislator unless the unreasonableness was so extreme or outrageous in its defiance
of logic or moral standards that no sensible person could have arrived at it after applying his
mind.”® Reasonableness is not a physical or metaphysical concept rather it is a normative
concept and achieved through an evaluative than descriptive means.”” There is no deductive
logic in reasonableness rather it is determined by identifying the relevant considerations and
their relationship, i.e., balancing of the properly assigned weights.”® Weights are properly
assigned as per the factor’s ability to enhance the social benefit.”

Chief Justice Lord Dickson of the Canadian Supreme Court held that — unreasonableness
rests to a large extent on unarticulated and undeveloped values and lacks the same degree of
structure and sophistication of analysis.® In the Daly case®!, Lord Stein provided three ways
in which the ‘wednesbury unreasonableness’ test differs from proportionality:

First, the doctrine of proportionality may require the
reviewing court to assess the balance which the decision
maker has struck, not merely whether it is within the
range of rational or reasonable decisions. Secondly, the
proportionality test may go further than the traditional

2d,
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form of review inasmuch as it may require attention to
be directed to the relative weight accorded to interests
and considerations. Thirdly, even the heightened
scrutiny test developed in R. Ministry of Defence EX. v.
Smith...is not necessarily appropriate to the protection of
human rights.

Barak asks whether keeping the above in mind, if there is any incentive to continue to
rely on the ‘wednesbury unreasonableness’.®? However, Barak notes that on a close
examination of ‘balancing’ as conducted under the Proportionality stricto sensu and
Reasonableness — there is a significant similarity as both the tests aim to compare the marginal
social importance of the benefits gained by achieving the law’s purpose and the marginal social
importance of preventing the harm to the constitutional right.®® As per Barak, the technique of
balancing in both tests is ‘identical’ in cases where there is a limitation of a constitutional norm
by a sub-constitutional law or common law.*

I suggest that there is a difference between the basic approaches taken by proponents of
the wednesbury unreasonableness vs proportionality. The proponents of the wednesbury
unreasonableness prioritizes the legislative prerogatives over the fundamental rights before
attempting to balance them. It is linked to the ‘priority of rights model’ as proposed by
Tremblay®, I would propose that ‘wednesbury unreasonableness’ approach can be called as
the “priority of legislative interest” model.

The principle of proportionality, on the other hand as Tremblay suggests is best promoted
when no normative priority is given to rights (individual or legislative) against competing
norms, values or interests — ‘the model of optimization of values in conflict’.8¢ The model of
optimization warrants same normative status in abstract to competing rights and when there is
a conflict between such rights, they must be optimized in context taking into account all
circumstances of the given case.®” Tremblay states in favor of the proportionality based on the
model of optimization that:

‘A right can always be limited by a competing value in context,
provided that both values are realized as much as possible, given the
facts and law.88 The conflicting values must always be harmonized
in context and none can be totally realized to the detriment of the
other. ...the two conceptions are not compatible. Either the rights

8 d.

8 d.

8 id.

8 Luc B. Tremblay, An egalitarian defense of proportionality-based balancing, 12(4), INT’L J. CONST. L.
(2015).
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have normative priority over competing values, or they don’t; either
they are subject to balancing, or they don’t. By disentangling the
competing conceptions, one might hope clarifying the actual state of
constitutional discourse and practice and understanding the reason
why the principle of proportionality tends to become the decisive test
within the process of constitutional adjudication.’

4.1.3. BARAK’S PROPORTIONALITY TEST
The proportionality analysis by Aharon Barak consists of a four-step analysis:

a) Proper purpose
a. Types of purposes — justifications for limitation on constitutional rights
involving a combined test of both subjective (ex ante) and objective (ex post)
legislative intent;
b. Degree of urgency required in realizing those purposes.

Proper purpose component of the proportionality analysis provides for a threshold
examination of the constitutionally minimum purposes which justifies limitation of a
constitutional right in a democracy and the related urgency of such a limitation to realize the
purpose.?® The constitutionally minimum purposes are found in the society’s constitutional
foundations implicitly or explicitly.®® The proper purpose justification requirement for a
limitation on the constitutional right should be both subjective and objective, i.e, the limiting
law’s stated purpose at the time of enactment and its current purpose, respectively. !

b) Rational connection
a. Means used by the limiting law should fit or rationally connect to the purpose
designed to be fulfilled by the limiting law
i. Factual test of a negative nature
ii. Even partial connection is sufficient but not marginal or negligible
iii. No efficiency requirement

Rational connection component of the proportionality analysis ensures that the means
employed by the limiting law is rationally connected to its purpose.®? Irrespective of the fact
that the means are the only or one of many available alternatives and that it may achieve
purpose marginally, not fully (except for cases of minimal or negligible purpose), the rational
connection component is fulfilled if the limiting laws’ means rationally fits the purpose.®
Additionally, there is no efficiency requirement. Like proper purpose, the rational connection

8 Barak, supra note 70 at Chapter 9 — Proper purpose.
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component is a threshold test of both subjective and objective nature i.e., the limiting laws’
stated purpose at the time of enactment and its current purpose, respectively.%

c) Necessity
a. There exists an alternative means that can advance the purpose of the limiting

law equally or better than the limiting law;
b. The hypothetical means limits the constitutional right to a lesser extent than the

limiting law.

Necessity component is a crucial test under the proportionality analysis.®® In the necessity
test, an assessment needs to be made of all the plausible alternatives as against the limiting law
that in efficiency and intensity (qualitatively, quantitatively and probability wise) achieves the
objectives of the limiting law while limiting the constitutional right, the least.%® It involves a
thorough assessment of the factually available data and not mere theoretical estimate.®” The
test is both of a subjective and objective nature i.e., the limiting law’s stated purpose at the time
of enactment and its current purpose, respectively.®

d) Proportionality stricto sensu
a. Whether the weight of the marginal social importance of the benefits from the
limiting law or its alternative is heavier than the weight of the marginal social
importance of preventing the harm (weights are assigned as per society’s
fundamental perceptions)?

Proportionality stricto sensu is the heart of every proportionality analysis.® It is a result-
oriented test that examines the balance between marginal social benefit of the realization of the
purposes of limiting law and the marginal social harm due to the limitation of the constitutional
right in consequence of the limiting law.1® The balance is a metaphor and in reality it is in
finding the appropriate societal relation/balance between the marginal benefits and harm in
light of the limiting statute that actually reflects the basis of the proportionality stricto sensu.0*

All the above three tests were based on means-ends analysis, but this is the only test that
is based on balancing analysis.'%? The balancing gives expression to the consideration of the
constitutional right and the justification for its violation.1% The weights attached to the benefit
of the limiting law and the harm to the constitutional right are determined in light of the
society’s fundamental precepts — social history, particular character which also derives from

% id.
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the constitution.1® Pertinent to note here is that a right which constitutes a condition for the
exercise of another right may be regarded as more important of the two — e.g., privacy is an
important condition to exercise various other liberties. %

Probabilities of actual realization of benefits to the society and the harm to the
constitutional right will matter in assigning societal weights on each scale.% Barak essentially
provides that such balancing is principled balancing which is an intermediate of the general
balancing vs. specific balancing as the former is too abstract and the latter is too particular or
ad hoc.'%” The ‘principled balancing’ ensures a middle path to ensure an expression of or a
consideration of set principles providing adequate justification of a constitutional rights’
limitation in both theory and in fact.1%

4.2. AADHAAR JUDGMENT: BALANCING BETWEEN PRIVACY AND
CONVENIENCE

4.2.1. AADHAAR AND THE RIGHT TO PRIVACY IN INDIA

4.2.2. PRINCIPLE OF PROPORTIONALITY

Both the majority and the dissent provide that the correct approach to resolve the conflict
between the constitutional right to privacy and the Aadhaar’s objectives is to adopt the
‘proportionality test” as provided by an ex-lIsraeli Supreme Court Judge Aharon Barak which
has been accepted by the Supreme Court in Modern Dental College and Research Centre and
Ors. v. State of M.P. and Ors.1%° —

...A limitation of a constitutional right will be
constitutionally permissible if it is designated for a
proper purpose, the measures undertaken to effectuate
such a limitation are rationally connected to the
fulfilment of that purpose, the measures undertaken are
necessary in that there are no alternative measures that
may similarly achieve the same purpose with a lesser
degree of limitation and there needs to be a proper
relation (proportionality stricto sensu or balancing)
between the importance of achieving the proper purpose
and social importance of preventing the limitation on the
constitutional right.*1°
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The MpJ clarified that Aharon Barak’s proportionality test strictly follows the German
jurisprudence.!! They state that the proportionality stricto sensu is the determinative test in
both approaches. The German approach on proportionality test pushes most of the issues to the
balancing stage because in the legitimate goal stage, any goal which is legitimate will be
accepted; at the suitability stage even a marginal contribution to the achievement of the goal
will suffice and at the necessity stage, it is very rare for a policy to fail because less restrictive
alternatives normally come with some disadvantages and cannot be considered equally
effective.!’? Thus, in German approach, the ‘balancing’ or ‘proportionality stricto sensu’
dominates the legal analysis and therefore is usually determinative of the outcome.?

On the contrary, in the Canadian jurisprudence — the Oakes test provides that the purpose
must be of sufficient importance to warrant overriding a constitutionally protected right or
freedom, there must be a rational connection between measure and objective, the means must
impair as little as possible, the right to freedom and finally there must be a proportionality
between the effects of the measures which are responsible for limiting the Charter right or
freedom and the objective which has been identified as of sufficient importance.** Hence,
more issues were addressed at the earlier stages and instead of accepting any legitimate goal,
Oakes test requires a goal of sufficient importance to warrant overriding a constitutionally
protected right or freedom.™® Further, the minimal impairment test is different from the
German necessity test both in the way in which it is formulated — there is no requirement that
the less restrictive measure be equally effective. In the way it is applied in practice, the
Canadian Supreme Court tends to resolve cases at that stage and not as in the German Federal
Constitutional Court at the balancing stage.!6

There is a great debate as to which of the two is a better approach?'’ Some jurists believe
that the proper application of the German test to a practice of constitutional review suffers from
two connected problems:

...first, usually almost all moral work is done at the
balancing stage, arguably rendering the earlier stages
largely useless and throwing doubt on the truth of the
popular argument that proportionality is a valuable
doctrine partly because it structures the analysis of the
rights issues in a meaningful way.'® Secondly, the
balancing act at the final stage is often carried out in an
impressionistic fashion which seems to be largely

111id, majority judgment at para. 120, pg. 210 of 567.
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unguided by principle and thus opens the door for
subjective, arbitrary and unpredictable judgment
encroaching on what ought to be the proper domain of
the democratic legislature.

Blitchitz provides a solution by focusing on the necessity stage of the test as he takes
issue with both the German test according to which almost all policies are necessary because
any alternative policy will usually have some disadvantage which means that it cannot be
considered equally effective and the Canadian minimal impairment test, which, taken seriously,
narrows down the range of constitutional scrutiny, namely the measures which impairs the right
least.*'® The alternative seems to be to either construct the necessity (minimal impairment) test
as filtering out almost nothing or to allow only on policy, thus rendering the other test
superfluous.t?°

In order to preserve a meaningful but not unduly strict role for the necessity test, Blichitz
proposes the following inquiry:

...a range of possible alternatives to the measure
employed by the Government must be identified; b) the
effectiveness of these measures must be determined
individually; the test here is not whether each respective
measures realizes the governmental objective to the
same extent, but rather whether it realizes it in a real and
substantial manner and c) the impact of the respective
measures on the right at stake must be determined.'?
Finally, an overall judgment must be made as to whether
in strict means-end assessment favored by Grimm and
the German version of the proportionality test will also
require a form of balancing to be carried out at the
necessity stage.'?? Insofar as second problem in German
test is concerned, it can be taken care of by avoiding ad
hoc balancing and instead proceeding on some bright
line rules, i.e., by doing the act of balancing on the basis
of some established rule by creating a sound rule.'?

The MpJ provided that while undertaking this exercise it has also to be seen that the
legitimate goal must be sufficiently important to warrant overriding a constitutionally protected
right or freedom and also that such a right impairs freedom as little as possible.*?* The MpJ

119 id, majority judgment.
120 jd, majority judgment.
121 id, majority judgment.
122 id, majority judgment.
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provided that this Court in its earlier judgment applied German approach while applying
proportionality test to the case at hand.'?> The MpJ provided that on that very basis which is
tempered with more nuanced approach as suggested Blitchtz is the amalgam of German and
Canadian approach.'?® The MpJ as well as J. Chandrachud provided that the proportionality
test as provided in the Modern Dental College judgment will be the best method with the MpJ
asserting that in addition it will be sensitive to the parameters as noted by Blitchz.1%’

4.2.3. APPLICATION OF PROPORTIONALITY

Majority Panel of Judges (MpJ)

The MpJ attempted to resolve the key contentious issues, especially the issue of metadata
outside of the proportionality analysis.'?®

On retention of metadata related to authentication logs, the MpJ provided that as per the
respondents, there are three types of metadata: technical, business and process metadata.*?° The
process metadata notes outcomes of such operations: logs key data, start time, end time, CPU
seconds used, disk reads, disk writes and rows processed valuable for authenticating
transaction, troubleshooting security, compliance and monitoring and improving
performance.'® As per the state, the metadata under the Aadhaar Act, 2016 is the ‘process
metadata’ only.'3! The state referred to section 2(d) of the Aadhaar Act, 2016 which defines
‘authentication record’ to mean the time and authentication, identity of requesting entity and
the response provided by the authority. Regulation 26 would not go beyond section 2(d) of the
Aadhaar Act, 2016.%%? However, the MpJ held that the Aadhaar Act, 2016 needs to be clear in
terms of defining ‘metadata’ definitively to remove any concerns pertaining to its usage for
state or non-state surveillance.!3

On storage time-limits, it was provided by the MpJ that it needs to be of shorter duration
of six months as against five years beyond which the data needs to be deleted except when any
judicial matter requires otherwise.'* As the Regulation 27 provided that the Authentication
Regulations require the UIDAI to retain the authentication transaction data which includes the
metadata for a period of 6 months and then to archive the same for a period of 5 years.**
Further, Regulation 18(3) and 20(3) allow the requesting entities (RE) and Authentication
Service Agencies (ASA) to retain the authentication logs for a period of 2 years and then
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archive them for 5 years. It is required to be deleted only after 7 years unless retained by a
court.’3® The MpJ provided that the right to be forgotten is affected and further there is no
provision to delete the biometric information once a person is enrolled.*¥” Thus, there is no
reason for archiving the authentication transaction data for a period of five years.® Retention
of this data for a period of six months is sufficient after which it needs to be deleted except
when such authentication transaction data are required to be maintained by a Court or in
connection with any pending dispute.®®® Thus, Regulations 26 and 27 needs to be amended,
accordingly.'4°

As regards section 33(2) which permits disclosure of identity information and
authentication records under direction of an officer not below the rank of Jt. Secretary to
Central Government in the interest of national security, has no provision for judicial review. 4!
The Oversight Committee does not have a judicial member. Insofar, as section 33(2) of the Act
in the present form is concerned, the same was struck down.!4?

Section 57 provides that the Aadhaar Act, 2016 would not prevent the use of Aadhaar
number for establishing the identity of an individual for any purpose, i.e., inclusive of
commercial usage.’** The MpJ held that after applying the proportionality test without
explicitly providing so, section 57 cannot pass the constitutional muster.44

Following the basic premise of the balancing, especially by citing the Binoy Vishwam
case, the MpJ provided that the linkage of Aadhaar with PAN card was constitutional but
linkage with bank accounts and mobile sim cards was held to be disproportional to the
Aadhaar’s objectives as it lacks reasonableness.**® The MpJ specifically provided that to stop
money laundering, specific studies should have been conducted to note the kinds of bank
accounts that could have been utilised for illegal activities as selective mandatory linkage with
Aadhaar should be promoted in light of the fact that bank accounts are a common necessity for
every citizen in today’s digital world.**® The MpJ clarified that the security threats from the
non-verification of the sim cards cannot be a justification to overwhelm the entire population
with Aadhaar linkage to their sim cards and other different viable alternatives should be put in
place.*4
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Lastly, the MpJ provided that the state needs to bring in a robust data protection regime
into law on the basis of Justice BN Srikrishna Committee Report with the necessary
modifications as appropriate to take into account the privacy issues under the Aadhaar
project.148

The above in addition to the clarifications on data privacy and security made by the state,
the MpJ in the Aadhaar verdict provided that most of the apprehensions of the petitioners

against Aadhaar were resolved.'4°

Proportionality analysis

The MpJ clarified that the arguments in pursuant to the constitutionality of the Aadhaar project,
the proportionality analysis as conducted by them will center around section 7%° and 8! of
the Aadhaar Act, 2016 only.'> The MpJ agreed that owing to section 7 and 8 of the Aadhaar
Act, 2016, the voluntary option of Aadhaar as a digital identity becomes almost inescapably
ubiquitous to receive any service, subsidy or benefit from the state, thus making Aadhaar
compulsory in essence.'® Therefore, it is of key importance that the Aadhaar project meets the
test of proportionality to be constitutionally valid.*>*

The MpJ went through the proportionality analysis via the four-step process: proper
purpose, rational connection, necessity and proportionality stricto sensu. They included
another test of ‘requirement of law’ before ‘proper purpose’.

148 id, majority judgment, para. 219, pg. 294 of 567.
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=> Requirement of Law

The MpJ provided that the Aadhaar Act, 2016 was duly passed by the Parliament which fulfils
the requirement of law.%%®

=>» Proper purpose

In the proper purpose test, the MpJ held that there is an apparent legitimate state aim which is
substantiated in the public conscience — Preamble, Statement of Objects and Reasons of the
Aadhaar Act, 2016 as relevant for reading and understanding section 7 and 8 of the Act.*%

=>» Rational connection

In the rational connection test, the MpJ provided that it is not the enrolment but the process of
authentication in the Aadhaar project which is the core concern of the petitioners.'>” However,
at this stage, the MpJ are concerned with only issues as related to section 7 and 8 of the Aadhaar
Act, 2016, whether there is a rational connection between the means of the Aadhaar Act, 2016
with its stated purpose.'® The MpJ, briefly reinstated that the means of enrolment and
authentication into the Aadhaar project is related to cover all the citizens in need of state
benefits, subsidies or services who could not prove their identity or were so denied due to
fraudulent identities or corrupt middlemen are now equipped with a unique digital identity to
stand for their rights through the medium as provided by the Aadhaar.'>® Hence, the MpJ noted
that there is a rational connection between the means and purpose adopted by the Act.1%°

=> Necessity test

The MpJ provided that the necessity test stands answered in the discussion on the component
of requirement of law and the legitimate state aim.®* The judges clarified that owing to the
mass-scale problem of connecting genuine citizens in need of the state funds with the state
schemes and the biometrics-based unique digital identification platform provided by the
Aadhaar, there is no equally viable alternative in place and scale as compared to Aadhaar.162

=>» Proportionality stricto sensu (balancing)

The MpJ clarified that they were against the arguments of the respondents that there cannot be
any reasonable expectations of privacy because the demographic and biometric information is
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generally taken by various entities to authenticate identity of an individual.*®3 The MpJ provided
that the concerns raised under Aadhaar needs to be assessed in light of the fact that the
information is collected and stored by the state or instrumentality of the state making it
imperative to ensure its constitutionality.'®* However, the MpJ provided that the fact that such
information is shared by individuals voluntarily with various other service providers for
identification purposes will form a factor for consideration in the assessment. 1%

The balancing was undertaken at two levels:

(@) whether the legitimate state interest ensures
reasonable tailoring?'® i.e., whether it is found on a
balancing test that the social or public interest and the
reasonableness of the restrictions outweigh the particular
aspect of privacy? and (b) a balance between two
competing fundamental rights, right to privacy on the
one hand and right to food, shelter and employment on
the other hand, i.e., although both the rights are based on
human dignity, in this case, they are in conflict and the
question being when an individual who seeks
government welfare as part of his right to life with
dignity whether he sacrifices his right to privacy, to what
extend it becomes so invasive to create an imbalance?

Both the questions overlap in as much as it needs to be determined whether there is a least
intrusion into privacy while ensuring that the individual gets the benefits under welfare
schemes. 167

The MpJ provided that all matters regarding an individual do not qualify as being inherent
part of right to privacy but only those which concern matters over which there can be a
reasonable expectation of privacy that needs to be protected under Article 21 of the
Constitution.'® The MpJ provided that it needs to be assessed whether the petitioners’ claim as
regards the information supplied in the course of authentication process needs to be protected -
is based on a reasonable expectation.*6°
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Reasonable expectation consists of two aspects:

a) claims for the protection of privacy must be established vis-
a-vis some harm which is likely to be inflicted upon privacy
on account of an alleged act and (b) the concern should not be
trivial but a reasonable concern.'”®

After citing Katz v. US, 389 U.S. 347 and R. Wood v. Commissioner, 442 US 735, the
MpJ provided that for the claim of privacy to be included in Article 21 of the Constitution of
India, the Court needs to apply the reasonable expectation of privacy test which should inter
alia include:

(a) What is the context in which a privacy claim is set
up?*’; (b) Does the claim relate to private or family life,
or a confidential relationship?; (c) Is the claim a serious
one or is it trivial?; (d) Is the disclosure likely to result
in any serious or significant injury and the nature and
extent of disclosure?; (e) Does disclosure relates to
personal and sensitive information of an identified
person?; and (f) Does disclosure relate to information
already disclosed publicly? If so, its implication?

The MpJ held that the demographic information collected in the course of implementing
the Aadhaar project is already required under many other enactments'’2. Further, the biometric
information under the project comprises of finger prints, iris scan is minimal information
essential for enrolment and authentication in a public sphere and relational context.!’®
Fingerprints and iris scans have been considered to be the most accurate and non-invasive mode
of identification which is the reason that have also been used for driving licenses, passports,
visa as well as at the time of registration of documents by the state.}’* They are freely used in
digital instruments like mobile and laptops for security purposes while the International Civil
Aviation Organisation (ICAO) has recommended use of biometric passports and many
developed nations have introduced biometric identity cards.t”® Thus, the collection of
information according to the majority judges was considered not to be unreasonable.’®
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The MpJ clarified that the main issue is not of the kind of information but its storage and
retention through authentication processes that is important to the petitioners.t’” The MpJ held
that their concerns have already been resolved earlier to the proportionality analysis.*"®

On the second issue of balancing of the two human rights — right to life with dignity and
right to privacy, the majority held that the Aadhaar Act, 2016:

...truly seeks to secure to the poor and deprived persons
an opportunity to live their life and exercise their
liberty.1® By ensuring targeted delivery through digital
identification, it not only provides them a nationally
recognised identity but also attempts to ensure the
delivery of benefits, service and subsidies with the aid of
public exchequer or Consolidated Fund of India.

The MpJ provided that the National Security Food Act, 2013 and the MGNREGA Act,
2005 are examples whereby the government has implemented a rights-based approach and aims
to ensure the fundamental right to life and personal liberty of the poor people in rural areas.*°

The MpJ provided that various countries have read socio-economic rights into human
dignity and the right to life, specially, Germany, Switzerland, South Africa, Hungary and
Italy.'8! The MpJ provided that Aadhaar is an enabler to direct welfare needs to the most needy
in the country.® The necessity of Aadhaar lies in the need to target the genuine beneficiaries
only.*8 The project is efficient, transparent and targets delivery of subsidies, benefits and
services to the needy by removing the middle men at various levels of distribution which
deprives the genuine person from receiving these benefits. 184

The MpJ provided that as against the larger public interest, the invasion into the privacy
rights of these beneficiaries is minimal.*®®> By no means it can be said that it has disproportionate
effect on the right holder.* Intensity of review depends upon the particular context of question
in a given case.’®” Another substantial point to be emphasised at this stage viz. dignity in the
form of autonomy — informational privacy and dignity in the form of assuring better living
standards of the same individual.*® The MpJ held:
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On the one hand, it gives such individuals their unique
identity and, on the other hand, it also enables such
individuals to avail the fruits of welfare schemes of the
Government which are floated as socio-economic
welfare measures to uplift such classes. In that sense, the
scheme ensures dignity to such individuals.'® The fact
of dignity cannot be lost sight of and needs to be
acknowledged. We are, by no means, accepting that
when dignity in the form of economic welfare is given,
the State is entitled to rob that person of his liberty. That
can never be allowed. We are concerned with the
balancing of the two facts of dignity. Here, we find that
the inroads into privacy rights where these individuals
are made to part with their biometric information, is
minimal. It is coupled with the fact that there is no data
collection on the movements of such individuals, when
they avail benefits under Section 7 of the Act thereby
ruling out the possibility of creating their profiles. In
fact, this technology becomes a vital tool of ensuring
good governance in a social welfare state. we, therefore,
are of the opinion that the Aadhaar Act meets the test of
balancing as well.

The MpJ judges cited People’s Union for Civil Liberties (PUCL) and Anr. v. Union of
India and Anr. (2003) 4 SCC 399 where the court had to balance right to privacy with public
interest and the court leaned in the favour of the latter by holding:

When there is a competition between the right to privacy
of an individual and the right to information of the
citizens, the former right has to be subordinated to the
latter right as it serves the larger public interest.°

In addition, the court cited State of Madras v. VG Row, AIR 1952 SC 196:

The principles as regards reasonable restriction as has
been stated by this Court from time to time are that the
restriction should not be excessive and in public
interest.!! The legislation should not invade the rights
and should not smack of arbitrariness. The test of
reasonableness cannot be determined by laying down
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any abstract standard or general pattern. It would depend
upon the nature of the right which has been infringed or
sought to be infringed. The ultimate impact, that is,
effect on the right has to be determined. The impact
doctrine or the principle of inevitable effect or inevitable
consequence stands in contradistinction to abuse or
misuse of a legislation or a statutory provision depending
upon the circumstances of the case. The prevailing
conditions of the time and the principles of
proportionality of restraint are to be kept in mind by the
court while adjudging the constitutionality of a provision
regard being had to the nature of the right. The nature of
the social control which includes public interest has a
role. The conception of social interest has to be borne in
mind while considering reasonableness of the restriction
imposed on a right. The social interest principle would
include the felt needs of the society. ...Reasonableness
is judged with reference to the objective which the
legislation seeks to achieve and must not be in excess of
that objective. Further, the reasonableness is examined
in an objective manner from the standpoint of the interest
of the general public and not from the point of view of
the person upon whom the restrictions are imposed or
abstract considerations.

The MpJ judges concluded:

Thus, even when two aspects of the fundamental rights
of the same individual which appear to be in conflict
with each other is done, we find that the Aadhaar Act has
struck a fair balance between the right to privacy of the
individual with right to life of the same individual as a
beneficiary.®? In the fact of the all-pervading prescript
for accomplished socio-economic rights, that need to be
given to the deprived and marginalised section of the
society, as the constitutional imperative embodied in
these provisions of the Act, it is entitled to receive
judicial imprimatur.

192 id, majority judgment, para. 313, pg. 383 of 567.
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The Court clarified that in cases of authentication failures the remedy is to adopt
alternative methods for identifying such persons after finding the causes of failure in their
cases.'%

On the definition of benefits, subsidies and services under section 7, the Court provided
that the Government cannot enlarge the scope of subsidies, services and benefits which are not
in the nature of the welfare schemes for which resources are to be drawn from CFI.%%
Specifically, the MpJ held that the benefits and services under Section 7 should be those that
have the color of some kind of subsidies etc., namely, welfare schemes of the Government
whereby Government is giving out such benefits which are targeted at a particular deprived
class through the Consolidated Fund of India.t®® Thus, the court struck down the CBSE, NEET,
JEE and UGC requirements for scholarship and clarified that it shall not be covered under
section 7 of the Aadhaar Act, 2016 unless it is demonstrated that the expenditure is incurred
from the CF1.1% The expression benefit has to be read ejusdem generis with the preceding word

subsidies to narrow down the scope of ‘benefits’. 1%’

e J. Chandrachud

J. Chandrachud’s proportionality analysis is actually the Wednesbury Unreasonableness
principle in disguise, however, it is clearly not the ‘priority of legislative interest model’ but the
‘priority of rights model’ judgment. There is no pattern set in his reasoning in terms of the four
steps essential to fulfil the Barak’s proportionality analysis, especially the proportionality
stricto sensu. The assessment by J. Chandrachud promptly attempts to assess the reasonableness
or proportionality of certain controversial features of the Aadhaar Act, 2016 after assessment
of the legitimate state interest behind the measure.

J. Chandrachud outlined the Indian jurisprudence®®® on proportionality and a comparative
jurisprudence on proportionality'®. However, he provided that the cases so cited are not
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applicable in the context of the Aadhaar project as they dealt with narrowly tailored legislations
to achieve very specific purposes as against the overarching impact of Aadhaar on the citizens
in India.2%

J. Chandrachud began by providing that the Aadhaar judgment has a special significance
for the balance between socio-economic and other human rights in the Constitution.?* Citing
Upendra Baxi, he provided that the choice between bread and freedom is a false choice.?%? In a
democracy where there is an applied principle of rule of law, the citizen need not have to choose
between one against the other but it is the role of state to ensure both to the citizens.?*® The
notion of proportionality lies on the bedrock of balance between conflicting rights so differing
and varied human rights can coexist in a democratic society governed by rule of law.?%*

Specifically, J. Chandrachud highlighted the function creep associated with a unique biometric
database:
As a unique identifier, biometric data not only allows
individuals to be tracked, but it also creates the potential
for the collection of an individual’s information and its
incorporation into a comprehensive profile.?% Central
databases, data matching or linking and profiling are
technical factors that facilitate function creep (slippery
slope according to which information can be used for
functions other than that for which it was collected).
Privacy advocates believe that any identification scheme
can be carried out with a hidden agenda and that the
slippery slope effect can be relevant to several factors
such as motivations of governments and business, and
on the existence of safeguards. The special nature of
biometric data makes function creep more likely and
even attractive. The legal measures possible to control
function creep are still limited. However, there are
several ways in which function creep can be curtailed.
They include: (i) limiting the amount of data that is
collected from any stated purpose; (ii) enabling

Cir. 1999); Haskell v. Harris, 669 F. 3d 1049 (9" Cir. 2012); Utility Workers Union of America v. Nuclear
Regulatory Commission, 664 F. Supp. 136 (SDNY 1987); Nicholas A Lacobucci v. City of Newport, 785 F. 2d
1354 (6™ Cir. 1986); Thom v. New York Stock Exchange, 306 F. Supp 1002 (S.D.N.Y 1969); Perkey V.
Department of Motor Vehicles, 1986 42 Cal. 3d 185; Buchanan v. Wing, NYS 2d 865; People v. Stuller 10 Cal
App., 3d 582 (1970); United States v. Kelly, 55F2d 67 (2d. Cir. 1932); and Brown v. Brannon, 399 F. Supp.
133 (MDNC 1975).

200 jd, dissent judgment, para. 217, at pg. 301-302.

201 jd, dissent judgment, para. 221, at pg. 305.

202 id, dissent judgment, para. 190, at pg. 262.

203 |d

204 id, dissent judgment, para. 191, at pg. 262-264.

205 id, dissent judgment, para. 239, at pg. 306-307.

28



regulation to limit technological access to the system;
(iii) concerted debates with all stakeholders and public
participation; (iv) dispersion of multiple enablers for a
system; and (v) enabling choices for user participation.

J. Chandrachud approached the issue of data privacy and metadata through emphasising
on a report by Professor Manindra Agarwal, 11T Kanpur which provided that the verification
log database wherein all the authentication transactions are stored per UIDAI number holder is
the most sensitive of all databases as it enables the state to not only capture the various
transactions but through Aadhaar number can empower the state to link various public-private
databases to fully profile any or all citizens in India for any good or bad deeds without prior
consent of the citizens.?%

J. Chandrachud very aptly outlined that the Aadhaar number is a unique key for every
private or public databases linked with Aadhaar authentication processes by both the public or
private entities.?’” Noting the same, J. Chandrachud clarified that the Aadhaar Act, 2016 is inapt
to cover multiple types of data violations which can occur owing to the architecture of the
Aadhaar project.?® There are not enough safeguards to secure all the data privacy prerequisites
or the independence or competency of institutions required to ensure a thorough data privacy
protocol that could safely answer all the data privacy concerns in light of the vastness of the
project, especially the fact that citizens do not have a legal right under the Aadhaar Act, 2016
to seek remedy for any data privacy violations unless the UIDAI approves.?®

Additionally, J. Chandrachud emphasised that the vagueness of definitions pertaining to
‘benefit’, ‘services’ and ‘subsidies’, especially, the former two — gave the state an extensive
power to basically seek Aadhaar authentication for all kinds of state aids like pensions and mid-
day meals or scholarships to poor children, which is disproportionate.?'° There needs to be a
proper discrimination between areas where Aadhaar is justified and other areas where other
kinds of identification works without requiring a unique biometric digital identity in order for
the Act to be proportional.?*

J. Chandrachud emphasised on multiple and diverse identities imbibed within the Indian
Constitution and therefore imposition of any single overarching identity without a proper
discrimination takes away the choice of citizens to express their varied identities in their daily
lives.?*? Additionally, the source code for the biometric de-duplication technology of Aadhaar
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belongs to a US-based corporate entity — L-1 Identity Solutions Ltd. who has an access to the
Aadhaar database thus creating privacy concerns amounting to national security issues.??

Reference was made to a 2010 policy paper wherein a group of offices noted the need for
a privacy legislation and highlighted the potential that the UID data could be used directly or
indirectly by market forces for commercial exploitation as well as for state surveillance.?'*

Further, Chapter V of the National Identification Authority of India Bill, 2010 provided
for the constitution of an Identity Review Committee that will be entrusted to carry-out the
function of ascertaining the extent and pattern of Aadhaar management.?*> The Committee is
required to report annually in relation to the Aadhaar usage across the country and
recommendations to the state to limit the extent to which the Aadhaar numbers could be used.
However, such provisions are not included in the Aadhaar Act, 2016.%6

Cumulatively, J. Chandrachud provided that although there is a clear legitimate state
concern behind the Aadhaar Act, 2016, the said legislation fails the test of necessity and
proportionality for the above mentioned reasons, specifically section 7, 8 and 57 of the Aadhaar
Act, 2016 are in breach of Article 14 and 21 of the Constitution.

As regards seeding of Aadhaar to the PAN card, J. Chandrachud provided that since the
edifice of section 139AA of the Income Tax Act, 1961 is based on the structure created by the
Aadhaar which is presumed to have been enacted under a valid piece of legislation.?” The
validity of the legislation seeding Aadhaar to PAN is dependent upon and cannot be segregated
from the validity of the parent legislation.?'® The validity of seeding Aadhaar to PAN under
section 139AA must therefore depend upon the constitutional validity of the Aadhaar Act as it
is determined by this Court.?'° Although there is a legitimate state interest to curb black money
and related financial corruption, since the explanation to section 139AA adopts the definition
of the expressions — ‘Aadhaar number’, ‘enrolment’ and ‘resident’ from the parent Aadhaar
legislation — the decision as regards disproportionality of the Aadhaar Act will have a direct
impact on the constitutional validity of the legislation.??

J. Chandrachud clarified that the SIM cards linkage with Aadhaar is not proportional in a
liberal society.??! Mobiles are not just instruments to facilitate telephonic conversations but they
are a storehouse of data reflecting upon family, workplace and personal life.?%? Seeding Aadhaar
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with SIM cards will have a grave impact on personal autonomy.?? He asked the state to direct
deletion of all Aadhaar-related data by the telecommunication companies within two weeks.?*

J. Chandrachud as regards the linkage of Aadhaar to every financial account client under
the Prevention of Money Laundering (Maintenance of Records) Second Amendment Rules,
2017, even though the state has a legitimate aim in preventing money-laundering requiring
every client in an account based relationship to link the Aadhaar number with a bank account
and to impose an authentication requirement is excessive to the aim and object of the state.?®
There can be no presumption that all existing account holders as well as every individual who
seeks to open an account in the future is likely a money-launderer.??® There needs to be a
reasonable discrimination between the clients who are most likely to enter into money
laundering.??” In light of the fact that non-submission of Aadhaar number will lead to ceasing
of the accounts of even the genuine customers.?%8

5. ANALYSIS

The Aadhaar project is a necessary public good in India. It provides a unique biometric digital
identity to 1.3 billion people. It enables the state to target public funds to uplift the lives of
people living at below the poverty line thus ensuring the necessary welfare and development.
Nandan Nilekani’s vision of Digital India is aspirational, ambitious and transformative for all
the citizens in many ways than one. Digital India ensures smart development through
optimization of data technologies. However, as well-known that with great power comes great
responsibility given that freedoms can only exist so long as there is a concurrent responsibility
to manage those freedoms properly.

I propose that a balance needs to be struck between the expansive scope of Aadhaar usage
and the related privacy concerns based on the idea of ‘consent’ and ‘transparency’. Digital data
is generated due to the activities of the people who use the technology. Data, in essence is the
citizen’s footprint in the digital world which means it is their ‘property’. It is pertinent to ensure
‘consent’ and ‘transparency’ at appropriate stages to ensure that the people can usefully utilize
the data they generate through Aadhaar usage but are also aware about the ‘privacy’ of their
data — as regards when and to whom their data is accessible over what period of time so that
they can manage ‘access’ of their data to any state or non-state entity. As the choice between
bread and freedom is false, so is the choice between privacy and convenience. The state should
be a guarantor and guardian of both the freedoms to fulfill its human rights and socio-economic
constitutional obligations for its citizens. Obviously, the exceptional situations like national
security and related public exigencies require flexibility but it should be reasonably measured
through proper legal safeguards and procedures to limit its use to only public emergencies.
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The Aadhaar judgment has endeavored to navigate the ‘data privacy’ for the first time in
the Indian judicial history. Understandably, the magnitude of the project in light of the subtlety
of the issue such as data privacy led to an inability on the part of judges to credibly resolve the
issues as regards let alone to circle the main concern. The sequence of issues and the flow of
judgment adopted by the judges will leave any reader in a disarray ending in confusion.
However, J. Chandrachud’s judgment is comparatively understandable and well-written.

As any reader will notice, the MpJ subsumed the issue of metadata related to
authentication logs and mass surveillance under an issue of definitional clarity pursuant to
Regulation 26 of the Aadhaar Authentication Regulations, 2016 and section 2(d) of the
Aadhaar Act, 2016. They proposed that by explicitly narrowing of the metadata definition, the
data that can be retained in the Aadhaar database will include only process metadata, in this
manner the issue of metadata-related mass surveillance can be easily resolved. Like many
controversial aspects of the Aadhaar project especially the main issue of metadata, that needed
to be assessed under the proportionality analysis to ascertain the constitutional responsibility
of the state, the MpJ repeatedly tried to fine-tune the contested provisions outside the
proportionality analysis by suggesting amendments, apparently trying to protect the legislation
from being declared disproportional under Article 14 and 21 of the Constitution. Thus, we can
note an inclination towards ‘priority of legislative interest’ model, where normatively,
legislative policy concerns are prioritized before they can be balanced with individual
fundamental rights.

Comparatively, we note that J. Chandrachud has exceptionally been able to focus on the
most controversial issue and unlike MpJ tabled all the controversial issues for the constitutional
test of proportionality without himself suggesting the required amendments to safeguard the
legislation prior the proportionality analysis. Thus, comparatively, J. Chandrachud’s judgment
is clear, transparent and substantive in terms of the main contentions against the Aadhaar
project.

The MpJ narrowed the assessment of proportionality to test only section 7 and 8 of the
Aadhaar Act, 2016 which provide for the enrolment and authentication processes central to the
function of Aadhaar project. Critically, the MpJ although negated the submission by the state
that there cannot be any reasonable basis for claiming right to privacy against demographic and
biometric data commonly given by the citizens to various other service providers across public
and private sectors outside the Aadhaar project, the MpJ utilized this very fact to ultimately tilt
the balance in favour of the state. It held that although there is a reasonable basis to have
concerns regarding privacy owing that biometric data is being sought by the state, but since it
is usually given by the citizens for many other services the invasion into privacy as argued by
the petitioners is not so grave. Further, they fine-tuned again the expansive definition of
‘benefits’ and ‘services’ in the Aadhaar Act, 2016 to rather suggest that they interpret the scope
of ‘benefits’ and ‘services’ in tandem to the scope of ‘subsidies’ and not beyond it to be granted
under the Consolidated Fund of India. Whereas J. Chandrachud raised the issue of expansive
scope of ‘benefits’ and ‘services’ that can progressively include any aids supplied by the state
or its instruments are disproportional in their broadness, e.g., pension, mid-day meals and such
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other basic state aids which will require mandatory Aadhaar linkage. Especially, J.
Chandrachud held that the scope of subsidies provided by the government which incur
expenditure from the CFI is not the same as that of other benefits and services which the
government provides to its citizens and therefore, benefits and services cannot be measured
with the same yardstick as subsidies. J. Chandrachud logically linked this overarching scope
to the issue of function creep where data violations become almost unmanageable under the
Aadhaar requiring a proper consolidated legal and institutional structure to protect data privacy.

Lastly, the proportionality assessment as applied by the judges in the Aadhaar judgment
will leave scholars in the constitutional law craving for a thorough or complete analysis. Both
the majority and the dissent so discussed in this paper did not fulfill the need to properly
complete the assessment of proportionality under the Constitutional law as expounded by
Aharon Barak, especially the most important test of proportionality stricto sensu. The
balancing test required the judges to assess through a factual analysis in the India’s social
context where such issues were being contested, whether the marginal societal benefit from
achieving the objectives of Aadhaar project outweigh the marginal harm caused to the right to
privacy under the Indian constitution by the project?

In this paper, we note that there is much to be desired in terms of a balanced privacy
safeguard at the level of Aadhaar project and beyond (IndiaStack initiative) which will truly
answer the main question at the foundation of the balancing analysis. In light of the discussion
above, ‘no’, the marginal societal benefits gained from the fulfillment of the Aadhaar project
does not outweigh the marginal societal harms caused to the right to privacy under the Indian
constitution and the MpJ did not substantively justify their support for the law.

6. CONCLUSION

The choice between privacy and convenience is a false choice. In a democracy governed by
rule of law, where ‘we the people’ reign supreme in the Constitution, a state is under a
constitutional obligation to ensure both the privacy and convenience in balance to its citizens.
The balance between human rights and socio-economic rights in a democratic society warrants
a holistic understanding of the societal implications of various new developments and its speed
of transformation. Digital technologies are here to stay. Through the Aadhaar and IndiaStack
initiatives at the foundation, such digital technologies will exponentially transform the way
public-private sectors and citizens interact in a society. Thus, it is imperative for the power
accumulated through such technologies by the state and its instruments to be balanced with the
responsibilities that come with such power. The balance can be struck when there is an
adequate law in place that guarantees citizen’s right to their data and command the state to
comply with essential consent, transparency and accountability requirements before it can
utilize citizen’s data to run or expand such digital technologies for public good.
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