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Abstract:

In the 21" century, an era dominated by internet and ever-
expanding digitalization, it is difficult to hide electronic-footprints
and information about ourselves from the world. In this regard, the
emergence of a ‘new’ right to be forgotten (RTBF) in the EU,
which protects the ‘personal data’ of individuals, has received
critical acclaim. While tracing the origins, nature and scope of the
RTBF in EU, this article shall attempt to best jurisprudentially
locate RTBF as both an ‘independent right’ and a facet derived
from values like ‘privacy’, ‘autonomy’ and ‘dignity’. Subsequently,
the problem of ‘theoretical indeterminacy’ arising from co-
existence of RTBF and right to ‘privacy’ shall be addressed.
Moving forward, the practical limitations of RTBF and its
‘balancing’ with competing rights/interests shall be delineated.
Finally, a comparative analysis of the RTBF in the supra-national
EU with the nascent development of RTBF and right to
‘informational privacy’ in India shall be undertaken.
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1. Introduction

The renowned Pulitzer Awardee and German-American psychoanalyst, E.H.
Erikson was quoted saying that, “In the social jungle of human existence,
there is no feeling of being alive without a sense of identity.” [emphasis
mine]." Erikson conveys the idea that a sense of identity is at the crux of
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being alive in our human existence. Sustenance of identity is the filament of
life.? The desire to have freedom of living shapes our identity. As humans,
an intelligent species who self-identify as a ‘social-animal’, our identity
comprises of various aspects which form an integral part of our life. These
aspects include information about an individual’s age, nationality, culture,
sex, gender, sexuality, race, religion, caste, social-status, economic-status,
physique, genetic data, mental health, education, criminal records, pending
litigations, institutional affiliations, life achievements, and countless other
things. Information corresponding to any of these aspects portrays a certain
facet of our identity and inescapably forms a part of what one calls ‘personal
data’ or ‘personal information’.

Scholars have often stated that personal data is protected by the value of
‘privacy’, which exists today known as ‘right to privacy’, widely recognized
as both a human right and a constitutional right.* The conceptualizations of
right to privacy include the “accessibility-based” theory of privacy” and the
“new definition” of privacy vis-a-vis undocumented personal data by
authors such as Parent.® Scholars have also argued that privacy is a ‘bundle
of rights’’ and encompasses numerous forms including ‘zonal privacy’,

be forgotten. I would also like to acknowledge my family and friends who have supported
me throughout, especially during the difficult phase of the global COVID-19 pandemic.
Views are strictly personal and do not constitute any advice or opinion, legal or otherwise. I
reserve the academic freedom and the right to depart from these views in future.
! Erik H. Erikson, Identity: Youth And Crisis 68, W.W. Norton & Company (1968).
2 See Navtej Singh Johar v. Union of India, (2018) 10 SCC 1, *3 (Dipak Misra, C.J.I. &
;’\.M. Khanwilkar, J.) (hereinafter Navtej).

Id.
* W.A. Parent, Recent Work on the Concept of Privacy, 20(4) American Philosophical
Quarterly 341-355 (1983) (hereinafter W.A. Parent); Roger Ingham, Privacy And
Psychology in John Young, Privacy 35-7, John Wiley and Sons (1978) (hereinafter
Ingham); Richard Posner, 4 Definition of Privacy, 27 Rutgers Law Review 275 (1974)
(hereinafter Posner); Anubhav Khamroi & Anujay Shrivastava, Analysing The Practical
Implications Of A Right to Privacy: State Surveillance And Constitution, 8 Indian
Constitutional Law Review 97-116 (2019) (hereinafter Khamroi and Shrivastava);
Anubhav Khamroi & Anujay Shrivastava, The curious case of Right to Privacy in India,
2:12 Indian Constitutional Law Review 1-18 (2017) (hereinafter ICLR).
3 See Ingham, supra note 4, p. 35-7; Posner, supra note 4, p. 275-96; Irwin Altman,
Privacy? A Conceptual Analysis, 8 Environment and Behavior 7-29 (1976) (hereinafter
Altman). For further reading, see also W.A. Parent, supra note 4, 341-355; Khamroi and
Shrivastava, supra note 4, p. 104.
8 W.A. Parent, supra note 4; Khamroi and Shrivastava, supra note 4, 104-5.
7 Jon L. Mills, Privacy: The Lost Right 4, Oxford University Press (2008); Judith Jarvis
Thomson, The Right to Privacy, 4 Philosophy and Public Affairs 295-315 (1975); Ernest
Van Den Haag, On Privacy, in Privacy, Nomos XIII: Yearbook Of The American Society
For Political And Legal Philosophy 149, Atherton Press (1971); Leslie Regan Shade,
Reconsidering the Right to Privacy in Canada, 28(1) Bulletin of Science, Technology and
Society (2008); Khamroi and Shrivastava, supra note 4, 102.
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‘relational privacy’ and ‘decisional privacy’.® In light of the developing
scholarship, privacy encompasses and protects a wide range of actions in
both public and privates spheres of an individual’s life, including their
personal data. However, authors such as Khamroi and Shrivastava have
disagreed with the proponents of the ‘bundle of rights’ theory, arguing that
privacy has gone through theoretical incoherence and constantly evades the
trap of a singular definition.’ They argue that other constitutional/human
values such as liberty, autonomy and dignity provide agency to an
individual to perform certain private acts, without any external interference
from the state or other external individuals. Consequently, they state that
privacy is needed as an independent right to protect both documented and
undocumented personal data.'®

The evolving global jurisprudence in the 21* century era, has given rise to
discussions on a new right, notoriously dubbed as “derecho al olvido”
(Spanish phrase)'', which is more famously known as the “Right to be
Forgotten” (hereinafter RTBF) or “Right to Erasure” (hereinafter RTE).
Scholars'? claim that this right was first acknowledged or created in the
European Union (hereinafter EU) by an international judicial-body in
Google Spain®, which was a decision delivered by the Grand Chamber of
the Court of Justice of the European Union (hereinafter ECJ). Indeed, prior
to the digital age of internet, the very existence of RTBF/RTE, as
recognized by the EU Law and later nations abroad could not have been

8 ICLR, supra note 4, 1-18; Anujay Shrivastava, Reconstructing the Decisional Paradigm
of Privacy: Crafting a new Anti-Manifesto Grounded on Shadows of The Enabling School,
6 Indian Constitutional Law Review 7-23 (2018).

® Khamroi and Shrivastava, supra note 4, 97-8; ICLR, supra note 4, 1-2.

19 K hamroi and Shrivastava, supra note 4, 105-6.

" See Case C-131/12, Google Spain SL and Google Inc. v Agencia Espaiiola de Proteccion
de Datos (AEPD) and Mario Costeja Gonzadlez (Request for a preliminary ruling from the
Audiencia Nacional.), ECLI:EU:C:2014:317: ILEC 060 (ECJ 2014), ~20, 91 (hereinafter
Google Spain). This important decision, which will be substantially discussed in later parts
of this article, mentions RTBF only twice. For a greater perspective into initial academic
writings on RTBF prior to the Google Spain decision, see Jeftrey Rosen, The Right to Be
Forgotten, 64 Stan. L. Rev. Online 88 (2012); Jef Ausloos, The ‘Right to be Forgotten’ —
Worth remembering?, 28(2) Computer Law & Security Review 143 (2012); Steven C.
Bennett, The Right to Be Forgotten: Reconciling EU and US Perspectives, 30 Berkeley J.
Int'l L. 161 (2012); Robert Kirk Walker, The Right to be Forgotten, 64 Hastings L.J. 257
(2013).

2 Robert C. Post, Data Privacy and Dignitary Privacy: Google Spain, The Right To Be
Forgotten, And The Construction Of The Public Sphere, 67 Duke Law Journal 981-2
(2018); Eleni Frantziou, Further Developments in the Right to be Forgotten: The European
Court of Justice's Judgment in Case C-131/12, Google Spain, SL, Google Inc v Agencia
Espanola de Proteccion de Datos, 14(4) Human Rights Law Review 761-77 (2014);
Prashant Mali, Privacy Law: Right To Be Forgotten In India, 7 NLIU Law Rev. 7-21
(2018) (hereinafter Mali).

13 Google Spain, supra note 11.
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ever imagined. Mali asserts that RTBF/RTE should be understood as an
individual claim where the individual has the power to ‘delete’ or ‘erase’
personal data in order to ensure that such personal data cannot be traced by
any third parties."* RTBF extends protection not only to the personal data of
individuals (such as data shared on a social-media account or an online
diary), but principally accords protection to an individual’s identity and the
individual themselves.

The emergence of RTBF/RTE in EU and nations abroad has received praise
from both academia, legal practitioners and ordinary people as a remarkable
development which has provided a legal framework and recognized right
that can protect an individual’s personal data. In fact, the General Data
Protection Regulation15 (hereinafter GDPR), has been hailed by journalists
and scholars alike as the world’s toughest and most comprehensive
framework to protect personal data.'® However, whether RTBF/RTE should
be considered a right in its own self or whether it is a facet of other
constitutional’human values such as privacy or dignity are both strongly
contestable claims. Moreover, even if we assume that RTBF is a right in its
own self; it is unclear where should we place it in the realm of human rights
or constitutional rights, given the fact that personal data (whether
documented or undocumented) is already covered or protected by
conceptions of privacy.

With this prelude, the first segment of this article shall trace the origins of
RTBEF in the EU through analysis of the Google Spain case and the relevant
EU legislations. In this segment, I shall lay down what are the exact
contours of this right and its scope. Subsequently, the second segment shall
examine various theoretical positions from which RTBF (as it exists today
in EU Law) can be jurisprudentially traced. This segment shall discuss
whether RTBF is a facet of constitutional’human values such as privacy,
autonomy and dignity, or is RTBF an independent right/value. Moving on,
the third segment shall discuss whether the existing jurisprudence governing
RTBF in the EU leads to theoretical indeterminacy. The fourth segment
shall discuss various limitations of RTBF and its balancing with competing
interests, including discussions on commercial surveillance and commercial

4 See Mali, supra note 12, 7-21.

'3 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal data and
on the free movement of such data, and repealing Directive 95/46/EC (General Data
Protection Regulation), May 5, 2016, OJ L 119, 1-88 (European Union) (hereinafier
GDPR).

18 Ben Wolford, What is GDPR, the EU’s new data protection law?, GDPR.EU, available
at: https://gdpr.eu/what-is-gdpr/ (Last Visited on May 25, 2021); Federico Fabbrini &
Edoardo Celeste, The Right to Be Forgotten in the Digital Age: The Challenges of Data
Protection Beyond Borders, 21 German Law Journal, 55-65 (2020).
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interests, state surveillance and public interests, and potential chilling effects
on competing rights/interests. Finally, the last segment shall engage in a
comparative analysis of RTBF in the multi-national EU with India, and
share some insights into similarities or differences on a RTBF framework in
the two jurisdictions. In the Concluding Remarks, I shall highlight important
considerations regarding RTBF for both the jurisdictions of EU and
(especially) India, as well as reflect on the jurisprudential fallacies of the
RTBF in the EU.

2. The European Union and the RTBF/RTE

In this segment, I shall examine the development of RTBF/RTE in the EU.
First, 1 shall look at the relevant EU legislations prior to the Google Spain
decision which govern personal data and its interaction with an individual’s
human right to privacy. Second, 1 shall examine the relevance of the ECJ’s
Google Spain decision. Third, the RTBF shall be discussed in light of the
GDPR. Last, 1 shall discuss contemporary developments succeeding the
Google Spain decision.

2.1. Legislative origins of RTBF in the EU: Pre-GDPR Developments

The most important authority in EU Law on privacy is enshrined in Article
8(1) of the European Convention for the Protection of Human Rights and
Fundamental Freedoms (%ereinafter ECHR), which provides an individual
the right to respect of their private life.'” This is a limited right and public
authorities may curtail or interfere with this right under certain situations."®
Importantly, ECHR was formulated in an era where internet, social media
and digital storage did not exist. Owing to lack of advancement in the
technology, it is inconceivable to believe that ‘personal data’ was intended
to be covered and protected by the ECHR. The ECHR as it stands today has
no mention of RTBF even after its amendments from protocols nos. 11 and
14, as well as supplements by protocols nos. 1, 4, 6, 7, 12 and 13.
Consequently, personal data was not originally intended to be covered under
right to privacy and its forms.

With that prelude, lets venture into the origins of RTBF/RTE in the EU.
Directive 95/46 of the European Parliament' (which now stands repealed
by the GDPR), defines ‘personal information’ as:

7 Convention for the Protection of Human Rights and Fundamental Freedoms, Rome,
4.X1.1950, art 8(1) (hereinafter ECHR).

8 See id., art 8(2).

" Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995
on the protection of individuals with regard to the processing of personal data and on the
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“...any information relating to an identified or identifiable natural
person (‘“data subject”); an identifiable person is one who can be
identified, directly or indirectly, in particular by reference to an
identification number or to one or more factors specific to his
physical, physiological, mental, economic, cultural or social
identity” [emphasis mine]**

Remarkably, the above-mentioned definition also defines and utilizes the
concepts of a ‘data subject’, as well as provides various factors (including
an identification number) which allow anyone to identify an individual
(whether directly or indirectly) by possessing that information. Directive
95/46 also presents a broad and expansive definition of actions which
constitute what is called ‘processing’ (whether automatic or non-automatic)
of personal data.®® For illustration, actions such as collection, recording,
organisation, storage or use of personal data, are all covered by the
definition of processing. Moreover, processing of personal data (which
forms or intends to form a part a filing system) by automatic means, partly-
automatic means or non-automatic means are all covered under Directive
95/46.% At this juncture, it is important to note that Directive 95/46 does not
expressly mention or discuss RTE/RTBF.

The ECJ in Google Spain decision had recorded that the objective of
Directive 95/46 is to “protect the fundamental rights and freedoms, notably
the right to privacy, of natural persons” [emphasis mine]. This right to
privacy would cover any action constituting processing of personal data.”®
Moreover, Directive 95/46 itself records that “data-processing systems are
designed to serve man” and must respect their fundamental rights and
freedoms (irrespective of nationality or residence of natural persons),
especially their right to privacy.** Bound by Directive 95/46, the national
laws of various EU states which regulate processing of personal data,
pursue the objective of protecting the right to privacy of data subjects as
recognized by ECHR and the general principles of community law.?
Consequently, by the passage of Directive 95/46, the EU legislatively
expanded the scope of right to privacy to extend to protecting ‘personal

free movement of such data, November 11, 1995, OJ L 281, 31-50 (European Union)
(hereinafter Directive 95/46).

2 See id., art 2(a).

2 See id., art 2(b).

2 See id., art 3(1).

B See Google Spain, supra note 11, A58, 66.

24 See Directive 95/46, supra note 19, recital 2. The readers may bear in mind that while
recitals are not the applicable/enforceable provisions of EU legislations, they are treated as
an interpretative guide while understanding a EU Directive or EU Regulation.

% See id., recital 10.
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data’ of individuals. Indeed, the EU Parliament intends for every EU
member state to have its own law on processing of personal data, so that
individuals are not deprived of the protection to which they are entitled to
under the expanding scope of right to privacy based on Directive 95/46.2
The emphasis on data protection is so strong, that processing of data carried
out by legal persons established in a third country (i.e., a non-EU country),
which bear some relation to a EU member state (such as actions of parent
companies abroad which have a subsidiary company in an EU member
state), must not stand in the way of privacy rights guaranteed under
Directive 95/46.%7 Consequently, each EU member state has to mandatorily
adopt a national law to regulate and govern processing of personal data,
especially to address situations where the means to process personal data are
located within that EU member state. Importantly, the Directive 95/46
imposes certain important positive obligations concerning personal data on
both the EU Member State, as well as the “controller?®, which they both
have to ensure fulfilment of.? However, the controller is empowered to
ensure direct compliance with obligations provided under Article 6(1) of
Directive 95/46.%

Subsequent to adoption of Directive 95/46 by the EU Parliament, every EU
member state was obligated to mandatorily adopt a national law, ensuring
effective compliance with obligations to protect the right to privacy of
individuals.®® The national laws adopted by the EU member states must
reflect the principles for protection of an individual’s right to privacy, which
impose obligations on legal persons who are responsible for processing
various aspects related to personal data. Moreover, such legal persons have
a duty to inform the individuals protected under Directive 95/46, whenever
their personal data is being processed. The individuals have right to be
allowed to ‘consult the data’, to ‘request corrections’ and even to ‘object to
processing’ of that data in certain circumstances.> This includes the right to
limit access, restrict usage or even seek erasure or deletion of the personal

% See id., recital 20.

27 See Directive 95/46, supra note 19, recital 19. This obligation has been reiterated by the
EClJ, see also Google Spain, supra note 11, *48.

2 See generally Directive 95/46, supra note 19, art 2(d). (Directive 95/46 had provided an
extensive definition of a “controller”, who essentially had power to jointly or alone
determine the purposes and means of processing personal data. If the EU member states
were empowered to determine by national law or principles of community law in the EU,
the purposes and means of ‘processing’, they could also determine who would be
designated as the controller and lay down the specific criterion to nominate them.)

» See id., art 6.

N See id., art 6(1), 6(2).

! See id., art 4.

% See id., recital 25.
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data.*® However, the rights of these individuals, as evinced from the phrase
“certain circumstances” ** in Recital 25 of Directive 95/46, implies that their
rights are restricted/limited in nature. Consequently, one could argue that
this protection can be understood as a limited RTBF with a very restrictive
scope under the EU Law. Alternatively, as proponents of privacy would
argue, the protection in Directive 95/46 could be logically seen as a positive
obligation arising out of the individual’s right to privacy under the EU Law
and general principles of EU community law.

2.2. Case Study: Google Spain

The Google Spain decision by the ECJ was the first instance in EU, where
an international court had expressly mentioned the RTBF/RTE, although it
did not elaborate significantly on the concept.’® Almost entirety of the
Google Spain decision discusses the right to privacy and protection of
personal data.

Prior to delving into the Google Spain decision’s rulings, it is essential to
advert to brief facts of the case. A Spanish citizen, Mario Costeja Gonzalez
(complainant), had lodged a complaint under the Agenda Espanola de
Proteccion de Datos (AEPD), which is the Spanish Data Protection Agency.
The complainant wanted deletion of an old link to a newspaper article
regarding a real estate auction that had taken place for the recovery of his
debts. The complaint was made against La Vanguardia Ediciones SL (news
publisher), a news publisher based in Spain that published the news about
the complainant and the real estate auction in both hard-copy and an online
medium during 1998. Google Spain and Google Inc. (hereinafter,
collectively referred to as “Google Collective) were also made a part of the
complaint. Google Collective had displayed the link to the above-mentioned
articles in its search platform, i.e. Google’s results, whenever the name of
the complainant was entered.’® The AEPD rejected complainant’s claim
against the news publisher, as the publication of the news was done in
accordance with a national court order. However, the AEPD allowed the
complainant’s request against Google Collective, directing Google Spain to
remove the display of links to the news publisher’s articles from its search
results.®” The AEPD recorded that under Directive 95/46 and general
principles of EU community law, the complainant had a right to privacy,
which would be violated should the Google companies continue to display
the link in their search tool results, even if it was being done lawfully. The

3 See id., art 2(b).

¥ See id., recital 20.

3 See Google Spain, supra note 11, ~20.
3 See id., M-2, 14-20.

3 See id., 2.
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force of the complainant’s rights under the directive had greater weightage
than Google’s lawful act of presenting the search results.*®

Subsequently, the companies of Google Collective brought separate actions
against the EPD decision before the Audiencia Nacional (National High
Court), Spain, which were clubbed together. The National High Court
referred certain questions of law regarding interpretation of Directive 95/46
to the ECJ.** Moving forward, the ECJ started its analysis by observing that
the activity of a search engine such as Google (which is owned by Google
Collective), as a provider of content which consists in “finding information
published or placed on the internet by third parties, indexing it
automatically, storing it temporarily and, finally, making it available to
internet users according to a particular order of preference” needs to be
classified as processing of personal data within the meaning of Article 2(b)
of Directive 95/46.*

The ECJ recorded that the operation of loading personal data on an internet
page must be considered to be such processing®', even when such action
concerns material which has been lawfully published in an unaltered form.*?
Should the national authorities or ECJ not include Google Collective’s
actions within the ambit of processing of personal data, the objective of
Directive 95/46 would fail.* Moreover, since Google Collective (i.e., the
operator of the search engine) is the person responsible for determining the
purposes and means of the activity (i.e. the processing), the Google
Collective is bound to ensure that the processing of personal data meets the
requirements of Directive 95/46. The ECJ added that this was to ensure that
the fundamental right to privacy of the data subjects is protected, as well as
effective and complete protection of personal data covered within the
foregoing right is achieved.** It further recorded that the scope of definitions
under Article 2 of Directive 95/46 cannot be interpreted restrictively, when
the effective and complete protection of the fundamental rights and
freedoms (especially the right to privacy) of individuals is to be ensured.*’

3 See id., 81, 97.

¥ See id., "20.

“ See id., "28.

M See id., "25.

* See id., ~30. The ECJ placed reliance on its earlier decisions in Lindqvist and
Satakunnan, see Case C-101/01, Lindgvist, ECLI:EU:C:2993:596, ~25 (ECJ); Case C-
73/07, Satakunnan Markki naporssi and Satamedia, EU:C:2008:727, ~48-49 (ECJ).

# See Google Spain, supra note 11, ~34.

* See id., "38.

5 See id., ~53. The ECJ relied on an earlier precedent in L’Oreal, see Case C-324/09,
L’Oreal and Others, EU:C:2011:474, ~ 62-63 (ECJ).
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Subsequently, the ECJ recorded that in order to comply with the provisions
of Directive 95/46, the operator of a search engine is under legal obligation
to remove the links to the articles (which includes personal data of the
complainant) from its search results. The operator would be under the
foregoing legal obligation, when search results are displayed following a
search made on the basis of a person’s name, which display web links to
web-pages mentioning the person’s name and personal data, or when links
to web-pages published by third parties contain information relating to that
person, or where the name or information is not erased beforehand or
simultaneously from such web-pages, or even when its publication in itself
on those web-pages is lawful.*® However, the ECJ clarified that this is not
an absolute obligation. The conditions specified in Article 7(1) read
harmoniously with Article 12 and Article 14 of Directive 95/46 need to be
met in order for the operator to comply with the complainant’s request.*’ At
the same juncture, it must be borne in mind that Directive 95/46 seeks “fo
ensure a high level of protection of the fundamental rights and freedoms of
natural persons”, especially their ‘right to privacy’ in respect of processing
of personal data.** The ECJ also recorded that the provisions of Directive
95/46 must be interpreted in light of fundamental right to privacy, which
forms an integral part of EU Law.*

Importantly, the ECJ held that without prejudice to specific provisions that
the EU member states may set out in their national law in respect of
processing for ‘historical’, ‘statistical’ or ‘scientific purposes’ (as per
exceptions to Article 6 of Directive 95/46):

“the controller (herein Google Collective) has the task of ensuring
that personal data are processed 'fairly and lawfully’, that they are
‘collected for specified, explicit and legitimate purposes and not
further processed in_a way incompatible with those purposes’, that
they are 'adequate, relevant and not excessive in_relation to_the
purposes_for which they are collected and/or further processed’,
that they are 'accurate and, where necessary, kept up to date' and,
finally, that they are 'kept in_a form which permits identification of
data subjects for no longer than is necessary for the purposes for
which the data were collected or for which they are further
processed’. In this context, the controller must take every reasonable
step to ensure that data which do not meet the requirements of that
provision are erased or rectified. "> [emphasis mine]

¥ See id., 162.
714,
B14d.
¥ See id., 168.
0 See id., 162.
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As per the above quotation, it is important to note that these obligations all
arise from the provisions of Directive 95/46. Therefore, the ECJ is not going
beyond what is expressly provided by the EU Parliament in the express
language of Directive 95/46.

In relation to the Google Spain case, the ECJ recorded that the operator of a
search engine (Google Collective) is liable to significantly affect “the
fundamental right to privacy and protection of personal data, when the
search by means of that engine is carried out on the basis of an individual’s
name.” The processing by an internet search engine enables anyone to
obtain a structured overview of the information relating to the data subject
(complainant) that can be found on the internet, through the list of results
from the search engine. The information on the internet potentially contains
a vast number of the complainant’s private life. This sensitive information,
which could have otherwise not been interconnected or interconnected with
great difficulty without obtaining the search engine’s results. Therefore, the
search results allow any individual or legal persons to establish a detailed
profile of the complainant.®" Moreover, the effect of the “interference with
those rights of the data subject is heightened on account of the important
role played by the internet and search engines in the modern society, which
render the information contained in such a list of results ubiquitous.”*

Ultimately, the ECJ held that the operator of a search engine is obligated to
remove the links to web-pages that contain “information relating to the data
subject published by the third parties”, where a search made on the basis of
an individual’s name corresponds to information publicly uploaded on such
web-pages. Moreover, the search results showing links containing
information relating to the data subject in cases where, [i.] the name or
information is not erased beforehand, or [ii.] is simultaneously obtained
from such web-pages, or [iii.] even when the publication in itself on those
web-pages is lawful, can be ordered to be removed by the operator.>
Having regard to the sensitivity of the complainant’s information (especially
their private life) contained in the announcements provided in the original
article and the fact that the initial publication had taken place nearly two
decades earlier, the ECJ held that the complainant had established a right
that “the information should no longer be linked to his name by means of
such a list.”™*

S See id., ~80.
214,
53 See id., ~88.
4.
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However, the ECJ also read in limitations and pre-requisites to this right
under the Directive 95/46. As the Directive 95/46 stands repealed, the ECJ’s
limitations and pre-requisites are not binding in light of data protection
framework introduced by the GDPR. Nonetheless, we shall be discussing
them latg in context of analysing whether RTBF is an independent right in
Part 3.1.

2.3. The GDPR Regime

The GDPR was adopted by the EU Parliament after the ECJ’s Google Spain
decision. As stated earlier, the GDPR repealed Directive 95/46 and was its
successor in the objective of protecting personal data. It has been transposed
into the national laws of twenty-eight members of the EU (including the
United Kingdom, prior to its exit from the EU). Moreover, at least five
nation states which are candidates to be future members®® of the EU are in
the process of transposing the GDPR into their own national laws, as a pre-
requisite to become an EU member state.

The GDPR expands the definition of a data subjec‘[.57 Article 9(1) of the
GDPR also prohibits processing of ‘special personal data’ of a data subject,
such as information which can reveal their race, ethnic origin, political
opinions, religion, philosophical belief or membership of a trade union.™
Moreover, the processing of ‘genetic data’ or ‘biometric data’ for the
purpose of uniquely identifying a natural person, or information concerning
their health, sex life or sexual orientation is prohibited under Article 9(1).59
However, there are various exceptions to the above-mentioned prohibitions
on processing certain information/data.® Nonetheless, the fact that such
prohibitions are encompassed by the GDPR demonstrate how progressive
and privacy-friendly the EU regulation is.

Article 17 of the GDPR provides a right to a data subject, to seeking erasure
of personal data related to them by the “controller”®, without undue delay.®
Importantly, Article 17 is titled “Right to erasure (‘right to be forgotten’),
encompassing both RTE and RTBF. This provision provides for six broad

% See discussion infra Part 3.1.

3% Countries | European Union, European Union, available at: https:/europa.eu/european-
union/about-eu/countries_en#tab-0-1 (Last Visited on May 25, 2021).

%7 See GDPR, supra note 15, art 4(1).

8 See id., art 9(1).

¥1d.

80 See id., art 9(2).

81 See id., art 4(7).

82 See id.,art 17.
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grounds on which erasure of data can be sought by a complainant (see
quotation below):

“l. the personal data are no longer necessary in relation to the
purposes for which they were collected or otherwise processed;

2. the data subject withdraws consent on which the processing is
based according to point (a) of Article 6(1) [the data subject has
given consent to the processing of his or her personal data for one
or_more_specific purposes], or point (a) of Article 9(2) [the data
subject has given explicit consent to the processing of those personal
data for one or more specified purposes, except where Union or
Member State law provide that the prohibition referred to in
paragraph 1 (Article 9(1)) may not be lifted by the data subject], and
where there is no other legal ground for the processing,

3. the data subject objects to the processing pursuant to Article
21(1) [general right to object] and there are no overriding
legitimate grounds for the processing, or the data subject objects to
the processing pursuant to Article 21(2);

4. the personal data have been unlawfully processed;

5. the personal data have to be erased for compliance with a legal
obligation in Union or Member State law to which the controller is
subject;

6. the personal data have been collected in relation to the offer of
infornzgztion society services referred to in Article 8(1).” [emphasis
mine]

Greater context on RTBF can be found in Recital 65 and Recital 66 of the
GDPR.* Remarkably, the recitals in the GDPR are a rare example of
employing a feminist style of drafting when mentioning individuals (such as
use of the word ‘her’ instead of ‘his’), which is appreciable for a multi-
nation state regulation adopted by the EU Parliament. As per Recital 65, a
data subject should have the RTBF over her personal data, where the
retention of such data infringes the GDPR, EU Law or a law of an EU
member state. Importantly, this recital pays great emphasis on consent of the
data subject.65 The recital also states that RTBF is relevant where the data
subject may have given her consent “as a child, is not fully aware of the
risks involved by the processing of her data then, and later wants removal of
such personal data, especially on the internet.”®® This remarkably makes
GDPR the first EU legislation to provide for protection of personal data in
response to the growing threats by the internet. Moreover, Recital 66

8 14.
84 See id., Recital 65.
5 1d.
5 14.
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expressly states that in order to strengthen the RTBF in the online
environment, the ‘right to erasure’ (RTE) (which is a synonym for the same
right, i.e. RTBF) should be extended in such a manner, that any controller
(who has made the personal data public) should inform the processing
controller to erase any links to the personal data, or copies/replications of
the personal data.®’ Clearly, Recital 66 mirrors the response of ECJ in the
Google Spain case.

While RTBF has been expressly prescribed in Article 17(1), it is subject to
multiple exceptions under Article 17(3). These exceptions include
‘necessity’ for exercise of right to freedom of expression and right to
information, compliance with a legal obligation in public interest, public
health, scientific or historical research, statistical purposes and
establishment, exercise or defence of legal claims.®® Importantly, a ‘right to
rectification’ of personal data and a ‘right to restriction of processing’ have
also been distinguished from RTBF/RTE in the GDPR, under Article 16 and
Article 18 respectively. Consequently, the scope of RTBF/RTE has been
restricted to only those cases where erasure of personal data is necessary.

2.4. Further Developments — Case Study: Google LL.C

Following the adoption of the GDPR, the ECJ in the recent Google LLC®
(2019) decision has ruled that an operator (Google LLC) is not bound to
apply RTBF/RTE globally, but only in the member states of the EU. If a
competent authority established under the national law of a EU member
state determines that search engine results containing link to personal
information of a person have to be removed by the operator of the search
engine, then such an operator “cannot be required to carry out a de-
referencing on all the versions of its search engine.” The obligation on the
operator to remove processing of personal data is restricted to only those
search engine versions, which are corresponding to EU member states.”
Consequently, the territorial application of the RTBF under EU law has
been read to be restricted to only EU member states.

The ECJ did, however, record that while EU Law does not currently require
that a de-referencing order to the operator made by a competent authority
mandate removal of personal data from all versions of a search engine, such

5 See id., Recital 66.

88 See id., art 17(3).

8 See Case C-507/57, Google LLC (successor to Google Inc.) v. Commission nationale de
l'informatique et des libertes (CNIL), ECLI:EU:C:2019:772, ~ 72-3 (hereinafter Google
LLC).

7 See id., *72.

ISSN (0): 2278-3156 Vol. 10 No. 2 Jul 2021




International Journal of Law and Policy Review (IJLPR)

a practice is not prohibited under the GDPR or the EU Law.”" Thus, both
supervisory or judicial authorities constituted under national law of member
states retain the power to determine whether it is necessary to order de-
referencing of personal data from all versions of search engines handled by
an operator (such as Google), if it is necessary to give effect to the
fundamental rights of a data subject under the GDPR.

3. Jurisprudential Origins of the RTBF/RTE: Revisiting
Human/Constitutional Values

In the previous segment, we discussed the origins of RTBF/RTE in the EU.
We also learnt about the scope of RTB/RTE in light of the GDPR and
further developments in the Google LLC decision. In this segment, I shall
attempt to explore the jurisprudential/theoretical origins of RTBF. I shall
examine whether the RTBF can be considered as an independent right on its
own. Alternatively, whether RTBF is a facet of other recognized
human/constitutional values, in particular, privacy, autonomy and dignity.
In order to maximize the theoretical discussion on the RTBF jurisprudence,
a comparative approach while discussing jurisprudence and constitutional
law will be utilized in the following sub-segments, in order to gain a better
understanding of the various rights and constitutional values.”

3.1. RTBF and its scope as an ‘independent right’ on its own

While nations across the world have been expanding the scope of privacy to
cover protection of personal data and some nations have considered
adopting provisions similar to the RTBF in the EU, the current
jurisprudence on RTBF is largely restricted to the EU. Under the EU
jurisprudence derived from the erstwhile Directive 95/46 and Google Spain
decision, it is inconceivable to conceptualize RTBF as an independent right
on its own. As noted earlier, both the directive™ and the Google Spain
decision™ permit for erasure of personal data due to the data subject’s
fundamental rights and freedoms envisaged in EU Law and general
principles of community law, especially the right to privacy.

However, while it is theoretically inconceivable to conceptualize RTBF as
an independent right or human value on its own, it can be established as a
right by a statute or a legal instrument in a nation state. As noted earlier, the

'1d.

" See Ran Hirschl, The Rise of Comparative Constitutional Law: Thoughts on Substance
and Method, 2 Indian J. Const. L. 12 (2008) (hereinafter Hirschl).

7 See Directive 95/46, supra note 19. The relevant references include Articles 1 and 9, as
well as Recitals 2, 10, 18-20 and 25 of the directive.

4 See Google Spain, supra note 11, *3, 38, 53, 58, 66, 74, 87.
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GDPR which establishes a new data protection regime for the EU, expressly
provides a limited RTBF/RTE in both its text and effective provisions.
Almost every EU member state has its own national law which is in pari
material with the GDPR. Similarly, the erstwhile Directive 95/46 in light of
the Google Spain decision did also provide for limited circumstances when
a data subject would have a RTBF. This shows us that legislative
instruments, whether national or multi-national, can create a real and
‘practical’ RTBF.

Stemming from the discussions in the Google Spain decision, a question
that comes to one’s mind immediately is what would be the scope of the
right or protection offered by RTBF, if it is an independent right? As
recorded by the ECJ in Google Spain, the RTBF of a data subject emerging
from Directive 95/46 would be limited and subject to restrictions.
Moreover, there would be a positive obligation on a controller under the EU
Law and Directive 95/46 to ensure that the personal data is:

“l. Processed ‘fairly and lawfully’;

2. Collected for specified, explicit and legitimate purposes and not
further processed in a way incompatible with those purposes;

3. Adequate, relevant and not excessive in relation to the purposes
for which they are collected and/or further processed;

4. Accurate and, where necessary, kept up to date;

5. Kept in a form which permits identification of data subjects for no
longer than is necessary for the purposes for which the data were
collected or for which they are further processed, and

6. Erased or rectified, taking every reasonable step, wherever the
personal data does not meet the requirements of the provisions of
Directive 95/46."

The ECJ in Google Spain added an important pre-requisite, which needs to
be met before examining whether the compliance of a controller’s
processing of personal data under the directive needs to be looked at. It
stated that an examination of whether the data subject “at the present point
of time” has a right to request delinking of personal information
(information relating to data subject personally) that is displayed following
a search made on the basis of their name, needs to be made by the concerned
authority/controller.”” Moreover, the ECJ recorded that it is not necessary to
find out whether the inclusion of the information in question in the list of
results causes prejudice to the data subject.”

73 See Google Spain, supra note 11, 262.
0 1d.

77 See id., "96.

™ 1d.
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Further, the ECJ held that the authority (while balancing the economic and
other interests of the controller, as well as the interest of the general public
in finding that information (right to information) upon a search relating to
the data subject’s name, with the subject’s rights under the Directive 95/46)
needs to consider the fact that the data subject’s rights under the directive, as
well as the fundamental freedoms and rights guaranteed under general
principles of EU law are intended to override controller and general public’s
interests. However, if there appear to be particular reasons to make the
personal data of the data subject publicly available, the authority may reject
a data subject’s claim for erasure or limitation of availability of their
personal data.”

It is to be cautioned for the reader that the above-mentioned obligations
arising from Directive 95/46 and the Google Spain decision are no longer
effective, having been changed since the introduction of the GDPR (refer to
Part 2.3).

3.2. RTBF as a facet of ‘privacy’

As discussed in the previous section, while RTBF/RTE has been recognized
and enforced by way of national or multi-national legislations (such as the
EU Directives or Regulations), it is notable that as far as the EU
jurisprudence is concerned, the RTBF stems from the existing “fundamental
rights and freedoms” under the EU law. In fact, there is a consistent mention
of right to privacy® in the Directive 95/46, which was first provided to
citizens of EU member states by the ECHR and the general principles of EU
Law. Consequently, it can be argued that the EU Law considers RTBF as a
facet of right to privacy.

Previously, we have observed the limited scope of RTBF. The obligations
provided to a controller are akin to the accessibility-based theorization of
privacy.®" The accessibility-based theory conceptualizes privacy as one’s
right to take away the ability of others to access or acquire their personal
information. According to this theory, the mere possibility that others could
acquire personal data would itself constitute a violation of the right to
privacy, even where there is no attempt to acquire personal data.*> The ECJ

?1d.

% See Directive 95/46, supra note 19. Refer to Articles 1 and 9, as well as Recitals 2, 10,
18-20 and 25 of the directive.

81 Ingham, supra note 4, 35-7; Posner, supra note 4, 275-96; Altman, supra note 5, p. 7-29.
For further reading, see also W.A. Parent, supra note 4, 341-55; Khamroi and Shrivastava,
supra note 4, 104.

82 See Altman, supra note 5, 7-29; W.A. Parent, supra note 4, 341-55.
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