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1  Introduction
Artificial intelligence (AI) systems now determine access to employment, credit, hous-
ing, social benefits, and freedom itself through bail and sentencing algorithms. These 
systems make consequential decisions affecting millions of individuals, yet they oper-
ate through processes fundamentally different from traditional human decision-making. 
This article examines whether AI-driven decision-making presents unique challenges to 
fundamental rights frameworks and, if so, what legal reforms might be necessary to pre-
serve human dignity in algorithmic governance.

Existing scholarship largely analyses algorithmic harms through either an equal-
ity lens, focusing on discriminatory outcomes [8, pp. 677–680], [15, pp. 153–154], or a 
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procedural lens, emphasising due process deficits [16, pp. 1278–1280], [62, pp. 1346–
1348]. Contemporary AI fairness research demonstrates that this separation inade-
quately captures how algorithmic systems operate in practice. Comprehensive technical 
reviews document that algorithmic bias arises from interdependent sources, including 
training data reflecting historical discrimination, non-representative datasets produc-
ing differential accuracy across populations, and feature engineering creating proxies 
for protected characteristics [35, pp. 4–7], [43, pp. 5–9]. More fundamentally, empiri-
cal evaluation of bias mitigation techniques reveals structural limitations. Testing 17 
bias mitigation methods across multiple scenarios shows that technical interventions 
improve fairness in only 46% of cases, while simultaneously degrading both fairness and 
performance in 25% of cases [14, pp. 3, 17–19]. These limitations stem from mathemati-
cal impossibility results. When base rates differ across demographic groups, algorithms 
cannot simultaneously achieve calibration, equal false-positive and false-negative rates, 
and equal false-positive and false-negative rates [15, pp. 155–157], [37, pp. 1–2, 4–5].

Satisfying one fairness criterion mathematically precludes satisfying others, requiring 
normative choices about which definition of fairness to prioritize. Nielsen [47] demon-
strates that the AI fairness movement has uncritically adopted U.S. antidiscrimination 
law as both a normative foundation and a technical framework, failing to address how 
categorical approaches exclude intersectional harms and non-categorical forms of dis-
advantage. This technical literature supports what comparative legal analysis reveals. 
AI systems simultaneously entrench discrimination through data dependencies while 
frustrating remedies through opacity. These two dimensions interact dynamically rather 
than operating independently. Biased algorithmic outputs become unreviewable because 
of opacity, while opacity enables bias to persist undetected and uncorrected.

This article formalises this observation into an analytical framework, distinguishing 
equality risk from remedy risk. The equality risk dimension examines how training data 
bias, non-representative datasets, and discriminatory deployment contexts systemati-
cally disadvantage protected groups. The remedy risk dimension analyses how algorith-
mic opacity, evidential asymmetries, and inadequate procedural safeguards obstruct 
effective redress. Applying this framework to high-stakes decision systems across mul-
tiple jurisdictions reveals patterns invisible to single-axis analysis and generates concrete 
prescriptions for reform.

The research question is whether this dual erosion framework, when applied to algo-
rithmic decision-making across criminal justice, welfare administration, employment, 
and content moderation, reveals systemic inadequacies in current legal frameworks 
and, if so, what concrete reforms might address them. The analysis proceeds through 
four stages. First, it establishes a methodological approach that combines doctrinal legal 
analysis with comparative case synthesis. Second, it formalises the dual erosion frame-
work specifying the dimensions and interactions between equality risk and remedy 
risk. Third, it applies this framework systematically to case studies spanning the United 
States, Canada, the European Union, India, and Germany. Fourth, it translates findings 
into implementable legal instruments, including model statutory language, discovery 
protocols, burden-shifting frameworks, and risk-tiered due diligence standards.

This approach contributes to the field of algorithmic accountability scholarship in 
three ways. First, it demonstrates that equality and remedy are not parallel but inter-
dependent concerns that require an integrated analysis. Second, it extends beyond 
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predominantly United States (U.S.)-focused literature by examining welfare algorithms 
in the Netherlands and India, Denmark's fraud detection systems, and Germany's credit 
scoring jurisprudence, revealing how different legal traditions confront similar chal-
lenges. Third, it moves from diagnosis to prescription by providing concrete, adjudica-
ble standards that courts and regulators can apply, addressing critiques that algorithmic 
accountability scholarship remains abstract [46, pp. 780–781].

This analysis employs key terms from both legal frameworks and AI fairness schol-
arship. Legal definitions establish the regulatory obligations governing algorithmic 
decision-making, while technical definitions from AI fairness scholarship provide pre-
cision about how these systems generate discriminatory outcomes that trigger those 
obligations.

AI systems are machine-based systems designed to operate with varying levels of 
autonomy, inferring how to generate outputs such as predictions, recommendations, or 
decisions, as defined in Article 3(1) of the European Union (EU) AI Act (2024). High-
risk systems are those deployed in domains where errors produce severe consequences 
for fundamental rights, including criminal justice, welfare eligibility, employment 
screening, credit access, and content moderation affecting speech rights, as identified in 
Annex III of the EU AI Act (2024). Effective remedy denotes legally enforceable mecha-
nisms enabling affected individuals to understand, challenge, and potentially reverse 
adverse determinations, incorporating both procedural access and substantive review as 
required under Article 2(3) of the International Covenant on Civil and Political Rights 
(1966) and interpreted by the Human Rights Committee [32 paras. 15–17].

Transparency requires disclosure of sufficient information about system logic, data 
sources, and decision-making processes to enable meaningful scrutiny, as mandated by 
General Data Protection Regulations (GDPR) [51 Articles 13(2)(f ), 14(2)(g), and 15(1)
(h) for automated decision-making producing legal effects or similarly significant con-
sequences under Article 22(1). Lastly, Contestability refers to the practical ability of 
affected individuals to dispute algorithmic determinations through accessible processes 
that provide genuine human review and reconsideration, as required by the GDPR 
(2016), Article 22(3), and Article 14 of the EU AI Act (2024).

These legal requirements operate against the backdrop of technical concepts from AI 
fairness scholarship that define how algorithmic systems produce discriminatory out-
comes and why regulatory intervention becomes necessary. Algorithmic harm refers to 
adverse impacts on individuals or groups resulting from algorithmic decision-making. 
The AI fairness literature distinguishes allocative harms, which occur when algorithms 
deny opportunities or resources, from representational harms, which occur when algo-
rithms reinforce demeaning stereotypes or fail to recognize group identities [59, p. 2]. 
Algorithmic equality distinguishes between disparate treatment, which occurs when 
decision-making processes classify individuals according to protected characteristics 
and differentiate treatment on that basis (equality of treatment), and disparate impact, 
which arises when facially neutral algorithmic practices produce disproportionately 
adverse outcomes for protected groups (equality of outcome) [8, pp. 694–695, 701–702]. 
An additional dimension, equality of opportunity, encompasses competing normative 
visions: treating currently similar individuals similarly,enabling individuals of simi-
lar ability and ambition to achieve similar outcomes despite historical disadvantage; or 
discounting current dissimilarity that results from past injustice [9, pp. 81–85]. Each 
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conception generates distinct technical requirements for algorithmic systems and dis-
tinct implications for remediation when those systems fail.

Algorithmic bias refers to the systematic, repeatable errors that produce unfair 
outcomes across demographic groups. Bias arises from training data that incorporate 
historical discrimination patterns, non-representative datasets that yield differential 
accuracy across populations, or feature selection that creates proxies for protected char-
acteristics [43, pp. 3–4, 7–9].

Fairness metrics in machine learning formalize normative criteria through math-
ematical constraints. Demographic parity requires equal selection rates across groups 
regardless of base rates (the actual frequency of the outcome within each group). Equal-
ized odds require equal true-positive rates (correctly identifying qualified individu-
als) and false-positive rates (incorrectly identifying unqualified individuals as qualified) 
across protected groups, imposing stricter requirements than demographic parity. Cali-
bration requires that risk scores correspond to empirically observed outcome rates: 
individuals assigned the same score should, on average, experience the outcome at that 
rate, regardless of group membership [15, pp. 154–155].

These metrics prove mathematically incompatible when base rates differ across 
groups, necessitating value judgments about which fairness criterion to prioritize [37, 
pp. 4–5, 17]. This incompatibility demonstrates that algorithmic fairness involves nor-
mative choices that technical optimization cannot resolve.

2  Methodology
This article employs doctrinal legal analysis combined with comparative case synthe-
sis. Doctrinal analysis examines legal rules, principles, and concepts through system-
atic interpretation of statutes, case law, and regulatory instruments [33, pp. 84–85]. The 
method synthesises facts, legal thoughts, and principles to construct coherent frame-
works for understanding how law operates [11, pp. 148–152]. This approach is appro-
priate for algorithmic accountability research because it clarifies how existing legal 
categories apply to novel technologies and identifies doctrinal gaps that require reform.

The comparative dimension employs a case synthesis methodology, which combines 
the depth of case studies with the breadth of comparison [10, p. 7]. Case selection cri-
teria prioritised algorithmic systems deployed in high-stakes domains (criminal jus-
tice, welfare, employment, and credit) where decisions produce legal effects or similarly 
significant consequences, as defined in Article 22 (1) of the GDPR (2016). Geographic 
diversity was maximised deliberately to test whether the dual erosion framework tran-
scends specific legal traditions. Cases were selected based on three factors. First, the 
availability of authoritative documentation through court decisions, regulatory find-
ings, or peer-reviewed investigations. Second, representation of distinct algorithmic 
applications spanning risk assessment, eligibility determination, and automated content 
moderation. Third, variation in regulatory response enables comparison of different gov-
ernance approaches.

The analytical framework operationalises assessment through four evaluation bench-
marks derived from international human rights instruments and algorithmic fairness 
literature. The non-discrimination benchmark assesses whether systems produce dis-
parate impacts across protected characteristics, measured through statistical analysis 
when available or a qualitative assessment of design choices when quantitative data are 
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unavailable. The explainability benchmark assesses whether affected individuals can 
obtain meaningful information about the decision logic, as required by GDPR Articles 
13(2)(f ), 14(2)(g), and 15(1)(h) (2016). The oversight benchmark assesses human review 
mechanisms and their substantive adequacy, as specified in Article 14 of the EU AI Act 
(2024). The access to evidence benchmark examines whether parties can obtain infor-
mation necessary to challenge decisions, measured against disclosure standards estab-
lished in relevant litigation.

This methodology acknowledges inherent limitations. Doctrinal analysis cannot defin-
itively resolve normative questions about algorithmic fairness where reasonable people 
disagree on fundamental values. Comparative synthesis risks overlooking context-spe-
cific factors that make direct transplantation of legal solutions across jurisdictions prob-
lematic. Case selection bias may favour systems where harms became visible through 
litigation or investigation, while missing equally problematic systems that remain 
opaque. These limitations are addressed through triangulation across multiple jurisdic-
tions, explicit acknowledgement of normative commitments, and limiting prescriptions 
to reforms demonstrably feasible within existing legal frameworks.

3  The dual erosion framework
The dual erosion framework formalises the observation that AI systems threaten rights 
through two interdependent dimensions. The framework is represented as a two-axis 
analytical structure where the equality risk axis captures how systems generate dis-
criminatory outcomes. In contrast, the remedy risk axis captures how systems obstruct 
effective redress. Understanding both dimensions and their interaction is necessary for 
comprehensive analysis and effective reform.

3.1  The equality risk dimension

The equality risk dimension encompasses three primary mechanisms through which 
algorithmic systems produce discriminatory outcomes. First, training data bias occurs 
when datasets used to develop machine learning models contain historical patterns of 
discrimination. As Barocas and Selbst [8, pp. 680–681] demonstrate, if training data 
reflects past discriminatory practices, algorithms learn to replicate those patterns. For 
instance, if an employment algorithm is trained on hiring decisions from a period when 
women were systematically excluded from certain roles, the algorithm will likely perpet-
uate that exclusion. This problem is technically inherent rather than incidental. Machine 
learning systems optimise for patterns in training data, making historical bias a feature 
rather than a bug.

Second, non-representative datasets systematically exclude or underrepresent par-
ticular groups, resulting in poorer algorithmic performance for those populations. The 
Canadian Supreme Court's decision in Ewert v Canada provides a doctrinal founda-
tion for this concern. The Court held that risk assessment tools developed and validated 
using predominantly white North American samples could not be reliably applied to 
Indigenous offenders without specific cultural validation [25, paras. 72–73]. The Court 
concluded that using such tools without validation constitutes a breach of procedural 
fairness because it creates systematic risk of inaccurate assessments (para. 82). This 
holding establishes that representativeness is not merely a statistical nicety but a legal 
requirement flowing from due process and equality principles.
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Third, discriminatory deployment contexts occur when algorithmic systems are 
applied more intensively or punitively to already marginalised communities. The Neth-
erlands' childcare benefits scandal exemplifies this mechanism. Dutch authorities 
deployed a fraud detection algorithm that utilised dual nationality and foreign-sounding 
names as risk indicators, then concentrated enforcement efforts in immigrant communi-
ties. In particular, tens of thousands of families, disproportionately from ethnic minority 
backgrounds, were falsely accused of fraud and forced to repay benefits [2, pp. 11–14]. 
Many faced financial ruin. This case demonstrates that even technically neutral algo-
rithms become discriminatory instruments when deployed within contexts of structural 
inequality.

These three mechanisms often operate simultaneously. India's Telangana state 
Samagra Vedika system illustrates compounded equality risks. The entity resolution 
algorithms processed data on 30 million residents, cancelling 1.86 million food security 
cards between 2014 and 2019 [4, 48]. Research on India's algorithmic welfare systems 
reveals that matching algorithms generate false positives, which are concentrated among 
populations with common names, spelling variations across government databases, and 
incomplete records [13, pp. 891–893]. These patterns disproportionately affect the poor-
est and least educated populations, who lack the resources to correct data errors. The 
Telangana system exemplifies these dynamics through its deployment in contexts where 
vulnerable individuals had no alternative means of accessing subsistence.

AI fairness scholarship provides technical taxonomies that formalize these mecha-
nisms and document the challenges of mitigation. Data quality frameworks distinguish 
between label bias, where human annotators' implicit biases affect ground-truth labels; 
selection bias, where datasets systematically exclude certain populations; and measure-
ment bias, where proxy variables inadequately capture the constructs of interest [59, pp. 
4–6]. These categories align with the training data bias, non-representative datasets, and 
discriminatory deployment contexts described above. Empirical analysis shows that pre-
processing techniques that address training data bias improve fairness in only 24% to 
59% of scenarios, depending on the metric used, with significant performance degrada-
tion in many cases [14, pp. 17–19]. These limitations arise because bias in training data 
interacts with model architecture choices, optimization objectives, and deployment con-
texts in ways that data preprocessing cannot address. Fairness interventions also prove 
brittle, with fairness-preserving algorithms demonstrating sensitivity to fluctuations in 
dataset composition and preprocessing methods [29, pp. 329–330, 336–338].

3.2  The remedy risk dimension

The remedy risk dimension captures how algorithmic systems obstruct effective redress 
through three interconnected mechanisms. First, algorithmic opacity prevents affected 
individuals from understanding why decisions were made. This opacity operates at 
multiple levels. Technical opacity stems from machine learning models that even their 
developers cannot fully explain, arising both from model complexity, where deep neu-
ral networks with millions of parameters resist comprehension, and from limitations in 
current explainability techniques [54, pp. 206–209]. Methods like LIME (Local Interpre-
table Model-agnostic Explanations) and SHAP (Shapley Additive exPlanations) provide 
approximations of model behavior but do not guarantee fidelity to actual decision logic. 
SHAP provides both local and global explanations by treating features as players in a 
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game-theoretic framework, while LIME approximates complex models through local 
surrogate models for specific instances. However, both methods are highly sensitive to 
model choice and feature collinearity, raising caution about over-trusting their outputs 
[55, pp. 2–5, 7].

The mathematical impossibility of simultaneously optimising for specific fairness 
criteria [37, p. 17] means that trade-offs remain embedded in systems with no trans-
parent rationale. Legal opacity arises when vendors claim trade secret protection over 
algorithms, blocking disclosure. In State v. Loomis, the Wisconsin Supreme Court per-
mitted COMPAS risk assessments in sentencing, despite acknowledging that proprie-
tary protections prevented defendants from examining the algorithm's operation (2017, 
paras. 65–66). The Court's cautionary warnings could not overcome the fundamental 
barrier that defendants lacked the information necessary to meaningfully challenge their 
assessments.

Second, evidential asymmetries place insurmountable burdens on individuals seek-
ing to prove discrimination. Establishing algorithmic bias requires technical expertise, 
access to training data, and statistical analysis of system outputs across populations. 
Plaintiffs typically possess none of these resources while defendants control all relevant 
information. The burden-shifting framework in age discrimination law, as codified in 
U.S. Code of Federal Regulations [19], illustrates one potential solution by requiring 
employers to prove that factors causing adverse impact are reasonable and properly 
validated. However, courts have not yet systematically applied comparable frameworks 
to algorithmic discrimination, leaving plaintiffs with practical barriers to establishing 
prima facie cases.

Third, inadequate procedural safeguards mean that existing review mechanisms fail to 
provide effective oversight. Denmark's automated welfare fraud detection system exem-
plifies these deficiencies. The system analyses over 60 algorithms processing millions 
of data points about Danish residents to flag potential fraud [3, pp. 18–19]. Individuals 
receive no notice of algorithmic monitoring, no explanation of why they were flagged, 
and no meaningful opportunity to contest determinations before enforcement actions 
begin. This procedural vacuum violates basic due process requirements that predate the 
advent of algorithmic systems,however, existing legal frameworks have failed to enforce 
them effectively against automated decision-making.

3.3  Interactions between dimensions

The critical insight of the dual erosion framework is that equality risk and remedy 
risk interact dynamically to produce compound harms greater than their sum. Opac-
ity enables bias to persist undetected because affected individuals cannot determine 
whether discriminatory patterns exist. Without transparency, it becomes impossible to 
conduct a statistical analysis of disparate impacts. Conversely, bias makes opacity more 
harmful because it means hidden processes produce consequential discrimination rather 
than merely unexplained neutral outcomes.

This interaction distinguishes algorithmic discrimination from traditional forms of 
discrimination. Human decision-makers may harbour biases, but those biases can be 
examined through questioning, depositions, and pattern analysis of explicit reason-
ing. Algorithms harbour biases embedded in training data and model architecture, yet 
vendors successfully claim those biases are trade secrets. The Dutch childcare benefits 
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scandal became remediable only after political pressure forced disclosure of the algo-
rithm's use of nationality and names as risk factors [49]. Without that disclosure, 
obtained through extraordinary circumstances rather than routine legal process, the sys-
tematic discrimination would have remained invisible and unreviewable.

4  Framework application to high-stakes decision systems
4.1  Criminal justice risk assessment

Risk assessment algorithms in criminal justice exemplify high equality risk combined 
with moderate remedy risk, though the remedy risk increases when proprietary claims 
limit access. The Correctional Offender Management Profiling for Alternative Sanctions 
(COMPAS) system, widely used in U.S. jurisdictions, demonstrates measurable disparate 
impacts. ProPublica's investigation documented that the algorithm misclassified African 
Americans as high-risk at twice the rate it misclassified white defendants as high-risk 
(Larson, Mattu, Kirchner, & Angwin, 2016). African Americans were also misclassified 
as low-risk less frequently than white defendants. These disparities occurred despite 
comparable actual recidivism rates, suggesting that the algorithmic bias reflected the 
training data's incorporation of historical discrimination rather than a lack of predictive 
accuracy.

The equality risk arises from multiple sources. Training data necessarily incorporates 
historical policing and sentencing patterns that disproportionately criminalised com-
munities of colour through mechanisms including disparate enforcement, selective 
prosecution, and harsher sentencing for equivalent conduct. When algorithms opti-
mise for predicting arrest or conviction, they optimise for replicating these historical 
patterns. Technical research confirms that calibration across groups with different base 
rates requires accepting either differential false-positive or false-negative rates [15, pp. 
157–159]. This mathematical impossibility means that algorithmic fairness necessarily 
involves value choices that current legal frameworks do not require vendors to articulate 
or justify.

Empirical research confirms these theoretical limitations. Comparative evaluation 
shows that COMPAS achieves no greater accuracy than predictions made by individu-
als with no criminal justice expertise, with both achieving approximately 65% accuracy. 
Moreover, although COMPAS processes up to 137 features, comparable accuracy can 
be achieved using simple linear classifiers with only two features, suggesting that algo-
rithmic complexity provides minimal predictive benefit [22, pp. 3–5]. Comprehensive 
fairness testing across multiple jurisdictions reveals that achieving one fairness criterion 
necessarily compromises others due to mathematical incompatibility when base rates 
differ by race [61, pp. 5–7]. These findings demonstrate that recidivism prediction faces 
fundamental technical constraints that legal frameworks alone cannot resolve.

Remedying risk in criminal justice algorithms primarily stems from trade secrecy 
claims that block examination. In State v. Loomis, the defendant challenged his sentence, 
arguing that the proprietary COMPAS algorithm violated due process because he could 
not examine its operation or verify its accuracy. The Wisconsin Supreme Court rejected 
this claim, holding that COMPAS could be used in sentencing provided courts consid-
ered other factors and did not rely on COMPAS scores as determinative (2017, paras. 
65–66). This resolution left defendants unable to challenge algorithmic assessments 
substantively while theoretically limiting their weight in sentencing. The practical effect 



Page 9 of 30Johari Discover Artificial Intelligence           (2026) 6:245 

is that algorithmic assessments influence judicial decision-making through anchor-
ing effects and implicit deference to technical analysis, while defendants lack effective 
means to contest their validity.

Recent scholarship proposes protective order frameworks adapting civil discovery 
mechanisms to algorithmic contexts [62, pp. 1410–1413]. Under this approach, courts 
would order the disclosure of algorithmic details to qualified experts, subject to pro-
tective orders that limit further dissemination. The Federal Circuit's [26] decision in 
Royal Brush Manufacturing v United States provides legal foundation, holding that con-
stitutional due process requirements override statutory trade secret protections when 
necessary for meaningful adversarial testing (2023, slip op. at 12–14). This precedent 
establishes that trade secrecy cannot categorically bar disclosure when disclosure is nec-
essary to ensure procedural fairness.

4.2  Welfare eligibility and fraud detection systems

AI governance scholarship on welfare automation documents systematic patterns where 
algorithmic decision-making systematically disadvantages vulnerable populations. Auto-
mated eligibility systems transfer costs and burdens to beneficiaries who must navigate 
opaque appeals processes, correct data errors they did not create, and prove eligibility 
against presumptions of fraud [31, pp. 214–216]. Research across multiple jurisdictions 
shows that these systems lack meaningful human oversight, with review processes defer-
ring to automated determinations rather than substantively evaluating individual cir-
cumstances [23]. The combination of vulnerable affected populations, pervasive opacity, 
and weak procedural protections creates compounded discrimination where both equal-
ity and remedy risks operate at maximum intensity. Three case studies demonstrate 
these patterns across different regulatory contexts.

Welfare algorithms pose an extreme risk of equality violations, compounded by a near-
absolute risk of remedy failures stemming from vulnerable affected populations, perva-
sive opacity, and weak procedural protections. The Dutch System Risk Indication (SyRI) 
system integrated data from tax authorities, employment agencies, education insti-
tutions, and the police to generate risk scores, flagging individuals for potential fraud 
investigation. In NCJM et al. and FNV v The State of the Netherlands, the Hague Dis-
trict Court struck down SyRI in 2020, holding that the system violated Article 8(2) of the 
European Convention on Human Rights because it lacked sufficient transparency and 
safeguards (2020, paras. 6.76–6.79). The Court found that affected individuals received 
no information about how risk scores were calculated, what data contributed to assess-
ments, or why they were targeted, making meaningful challenge impossible.

Subsequent investigation revealed that SyRI incorporated discriminatory risk factors, 
including nationality, migration background, and neighbourhood characteristics, as pre-
dictors of fraud [2, pp. 24–25]. The system targeted low-income neighbourhoods with 
higher immigrant populations, creating compounded discrimination. Individuals from 
targeted communities faced both disproportionate suspicion and practical inability to 
contest determinations. This pattern illustrates how welfare algorithms combine data-
driven biases with procedural deficits, resulting in systematic exclusion from essential 
services.

India's Telangana Samagra Vedika system, examined earlier for its equality risks 
through entity resolution algorithms, demonstrates how remedy deficits compound 
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algorithmic discrimination beyond legal redress. The remedy risk operates through 
three mechanisms that interact with the false positive patterns already established. First, 
algorithmic opacity prevents affected individuals from understanding the benefits of 
cancellations. The system does not provide generic notices of "duplicate records" with-
out identifying which data triggered the flags or how to correct the errors. Second, the 
system operates in a regulatory vacuum, lacking independent oversight, validation stud-
ies, or impact assessments [4]. Third, procedural barriers render appeal rights practically 
meaningless. Individuals discover cancellations only when denied rations at distribution 
points, with administrative review presuming algorithmic accuracy and placing the bur-
den on individuals to prove system errors.

The interaction between equality risk and remedy risk produces compound harms. 
False-positive rates concentrated among vulnerable populations become unreviewable 
because opacity prevents the detection of systematic patterns. Individual cases receive 
no meaningful review because procedural barriers prevent affected persons from access-
ing remedies. Field documentation reveals instances in which families have exhausted 
their savings while attempting to restore benefits, creating perverse outcomes in which 
fraud-prevention measures inadvertently impoverish legitimate beneficiaries [48]. This 
dynamic exemplifies how opacity enables bias to persist undetected while bias makes 
opacity particularly harmful for populations surviving at subsistence levels.

Denmark's welfare fraud detection system demonstrates that remedy risks persist 
even within robust data protection regimes, revealing the limitations of general legal 
frameworks in the absence of specific algorithmic accountability mechanisms. Operat-
ing under GDPR Article 22 (2016) protections, the Udbetaling Danmark (UDK) system 
nonetheless provides minimal substantive transparency. Amnesty International's inves-
tigation documented that UDK’s algorithms process data on millions of Danish resi-
dents to flag potential fraud. Nevertheless, individuals receive no notice of algorithmic 
monitoring, no explanation of why specific risk scores were assigned, and no practical 
opportunity to contest determinations before enforcement actions commence (2024a, 
pp. 39–40).

This pattern contrasts with India's complete regulatory vacuum yet produces compa-
rable remedy deficits through different mechanisms. Where Telangana operates without 
legal constraints, Denmark operates within extensive legal protections that prove insuffi-
cient in practice. The GDPR (2016) provides Article 15 rights to explanation and Article 
22 protections against automated decision-making; however, these provisions often fail 
to provide meaningful recourse when automated risk scoring triggers invasive investiga-
tions. The gap between formal legal rights and the availability of practical remedies dem-
onstrates that general data protection principles, while necessary, remain insufficient 
without implementation mechanisms that specify what constitutes an adequate explana-
tion for algorithmic risk assessments, what procedural safeguards must precede enforce-
ment actions, and what oversight bodies can verify compliance.

4.3  Credit scoring and financial services

Credit scoring algorithms present a moderate risk of equality issues, with evolving rem-
edy risks, as recent European jurisprudence establishes stronger procedural protec-
tions. In OQ v. Land Hessen (SCHUFA decision), the Court of Justice of the European 
Union [17] made a landmark ruling against Germany's SCHUFA credit scoring system, 
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establishing that automated credit score generation constitutes automated decision-
making under GDPR Article 22(1) (2016) when third parties assign a determining role to 
scores (2023, paras. 71–73). This holding expanded Article 22 protections beyond pre-
viously narrow interpretations, requiring individuals to receive meaningful information 
about the logic behind their credit scores and to have the right to contest determinations.

The equality risk in credit algorithms stems from training data incorporating historical 
lending discrimination. Research documents persistent disparities in credit access based 
on race, gender, and socioeconomic status that algorithms trained on historical data 
necessarily replicate [30, pp. 42–43]. Alternative data sources, including mobile phone 
usage patterns, app installations, and social connections, can potentially expand credit 
access to underserved populations but simultaneously create new risks of discrimination 
through proxies for protected characteristics. Indian fintech lending exemplifies these 
tensions, with alternative credit scoring facilitating financial inclusion for individuals 
with credit invisibility, while raising concerns about privacy violations and discrimina-
tory patterns in automated underwriting [41, pp. 8–9].

The SCHUFA decision addresses remedy risk by requiring a clear and meaningful 
explanation of the scoring logic. The Court held that data subjects must receive infor-
mation enabling them to understand decision-making rationale and challenge outcomes 
effectively (2023, paras. 56–57, 66). This standard exceeds generic explanations of scor-
ing methodologies, requiring personalised information about factors affecting individ-
ual assessments. Implementation challenges remain substantial. Credit scoring involves 
complex machine learning models where the importance of factors varies by individual. 
Providing genuinely meaningful explanations requires technical sophistication that reg-
ulatory guidance has not yet specified adequately. Nonetheless, the SCHUFA decision 
establishes judicial commitment to substantive rather than formal transparency rights.

4.4  Employment screening and hiring algorithms

Algorithmic employment screening poses a significant risk of equality issues, with 
emerging but incomplete frameworks for remedy. The pending litigation in Mobley v 
Workday, Inc., exemplifies both the risks and the evolving legal responses. Plaintiffs 
allege that Workday's AI-driven recruitment platform systematically excludes candidates 
over 40 from protected groups through biased training data and design choices (2023, 
pp. 1–2). The District Court granted preliminary certification for nationwide collective 
action under the Age Discrimination in Employment Act in May 2025, finding sufficient 
commonality to proceed as a class. While not the first AI discrimination lawsuit, Mobley 
represents the first private class action against an AI vendor rather than an employer, 
and it has survived a motion to dismiss and received conditional certification for poten-
tially hundreds of millions of class members.

The equality risk in hiring algorithms stems from training data incorporating histori-
cal employment discrimination. AI fairness research demonstrates that employment 
screening systems perpetuate organizational homogeneity by learning patterns in which 
success correlates with the demographic majority. Analysis of commercial hiring plat-
forms shows that algorithms trained on data from successful employees replicate the 
workforce composition rather than identifying talent [50, pp. 472–474]. If an algorithm 
learns from past hiring decisions in industries where women or minorities were system-
atically excluded, it will replicate those patterns.
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Additionally, algorithms often use proxy variables correlated with protected charac-
teristics. Resume screening algorithms systematically disadvantage candidates with non-
traditional career paths, employment gaps, or educational credentials that do not align 
with historical patterns, creating barriers that are particularly acute for women return-
ing from parental leave, candidates from under-resourced educational institutions, and 
career changers [34, pp. 800–803]. For instance, requiring specific zip codes, university 
attendance, or extracurricular activities may serve as proxies for race and socioeconomic 
status. Research demonstrates that seemingly neutral factors, such as names, addresses, 
and employment gaps, correlate with protected characteristics, allowing for discrimina-
tion without explicit consideration of race or gender. Empirical evaluation of language-
model-based résumé screening shows that AI hiring systems favor names associated 
with White males, while resumes with Black male names are rarely [often never] ranked 
first across tested configurations, demonstrating how advanced language models perpet-
uate historical hiring inequalities when trained on unbalanced data [63, pp. 1584–1586], 
[1, pp. 155–157].

Remedy risk in employment contexts stems from evidential asymmetries. Establishing 
algorithmic discrimination requires demonstrating that the system has produced dispa-
rate impacts, that alternative approaches exist with less discriminatory effects, and that 
the employer's justifications lack merit. Plaintiffs typically cannot access training data, 
model architecture, or validation studies necessary to make these showings. Defendants 
control all relevant information and can assert trade secrecy over algorithmic details. 
The Age Discrimination in Employment Act (ADEA) burden-shifting framework, codi-
fied in U.S. Code of Federal Regulations [19], partially addresses these asymmetries by 
requiring employers to prove that factors causing disparate impact are reasonable when 
viewed from a prudent employer's perspective. This framework should extend to algo-
rithmic systems, requiring vendors and employers to demonstrate that algorithms were 
validated correctly, that alternatives were considered, and that disparate impacts were 
minimised, consistent with legitimate business needs.

4.5  Automated content moderation

Content moderation algorithms pose distinct challenges because they operate at scale, 
involve complex policy decisions that extend beyond technical classification, and directly 
implicate free speech rights. Meta's content moderation infrastructure demonstrates the 
technical imperatives driving large-scale automation. The Few-Shot Learner system, 
deployed in December 2021, processes content across more than 100 languages and 
offers multimodal capabilities, analysing both text and images [44]. The system employs 
few-shot learning approaches, enabling adaptation to new harmful content categories 
within weeks rather than the months required for traditional supervised learning model 
retraining. This architectural choice addresses a temporal lag problem in which novel 
policy violations evolve faster than conventional training cycles allow.

Combined with XLM-R cross-lingual classifiers, enabling multilingual content pro-
cessing at scale [18, pp. 8440–8442], these systems enable proactive content moderation, 
making human review of all content technically infeasible due to volume constraints. 
Recent advances apply reinforcement learning to content moderation decisions, achiev-
ing 10–100 times higher data efficiency than supervised fine-tuning while introducing 
new challenges in specifying reward functions that encode normative policy judgments 
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[39]. This technical constraint of scale drives automation while simultaneously creating 
systematic risks of both over-removal through algorithmic conservatism and under-
removal through adversarial evasion techniques.

The equality risk in content moderation stems from two sources. First, training data 
bias leads algorithms to misclassify content from marginalised communities more often. 
Research demonstrates that hate speech detection algorithms flag African American 
Vernacular English (AAVE) at significantly higher rates than standard American English 
for equivalent semantic content [57, pp. 1668–1670]. This reflects training data where 
annotators labelled AAVE as more offensive due to implicit bias, creating systematic 
over-removal of content from Black users. Second, policy enforcement decisions involve 
value choices about what constitutes acceptable speech that platforms make without 
adequate input from the affected communities. Platforms establish standards for nudity, 
political speech, religious expression, and other categories through internal policy pro-
cesses that often lack democratic legitimacy and transparency.

Remedy for risk in content moderation often manifests through inadequate appeals 
processes and opacity regarding decision logic. The Santa Clara Principles on Trans-
parency and Accountability, updated in 2021, establish minimum standards, including 
that users must receive notice identifying specific policy violations, must have access to 
human review, and must receive timely decisions on appeals. The revised Foundational 
Principles, in particular, Principle 5, specifically address automated content moderation, 
requiring platforms to explain when automation is used and provide meaningful human 
oversight. However, research documents widespread failures to meet these standards. 
Are and Briggs [6] found that appeals on Instagram and TikTok often fail to provide sub-
stantive review, with high rates of arbitrary denials and minimal explanation of reason-
ing (pp. 2009–2011).

The EU Digital Services Act (DSA) (2022) addresses some remedy deficits through 
Article 20 requirements for internal complaint-handling systems and Article 21 provi-
sions for out-of-platform dispute resolution. The online platforms, therefore, must pro-
vide clear grounds for content decisions, enable appeals, and respond within reasonable 
timeframes. These provisions operationalise due process requirements for automated 
content moderation. Implementation challenges remain substantial, including deter-
mining what constitutes an adequate explanation for algorithmic decisions and ensuring 
that human review provides genuine oversight rather than rubber-stamping automated 
determinations.

4.6  Comparative case analysis

Table 1 synthesises the case studies examined above, enabling systematic comparison 
across equality risk mechanisms, remedy risk barriers, legal responses, and outcomes. 
This comparative structure reveals patterns across jurisdictions and domains that might 
otherwise remain obscured in narrative analysis.

The table reveals three systematic patterns. First, equality risks manifest consistently 
across domains through training data bias, non-representative datasets, and discrimi-
natory deployment contexts. Second, remedy risks cluster around proprietary claims 
that block disclosure, evidential asymmetries that favour system operators, and inad-
equate procedural safeguards. Third, legal responses vary by jurisdiction and regula-
tory maturity, with European frameworks offering stronger procedural protections than 
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Table 1  Comparative analysis of algorithmic decision systems
Case/System Jurisdiction Domain Equality risk Remedy 

risk
Legal 
posture

Outcome

State v. Loomis 
[58]

Wisconsin, US Criminal Jus-
tice (COMPAS)

Training data 
reflects histori-
cal sentencing 
disparities

Proprietary 
algorithm; 
disclosure 
blocked

Permitted 
with caution-
ary warnings; 
other factors 
required

Trade 
secrecy 
upheld; no 
effective 
challenge 
mechanism

Ewert v 
Canada [25]

Canada Criminal 
Justice (correc-
tional service 
risk tools)

Tools validated 
only on white 
populations; 
bias against 
Indigenous 
offenders

Operated 
without 
cultural 
validation

Supreme 
Court 
required 
cultural vali-
dation; proce-
dural fairness 
breach found

Mandatory 
validation 
for diverse 
populations 
established

ProPublica [38] US (national) Criminal Jus-
tice (COMPAS)

African Ameri-
cans misclassi-
fied as high-risk 
at 2 × rate

Proprietary 
methodol-
ogy; no 
access to 
weighting

Journalistic 
investigation; 
no judicial 
remedy

Increased 
awareness; 
limited ju-
risdictional 
responses

Mobley v. 
Workday [45]

US (N.D. Cal.) Employ-
ment (AI 
recruitment)

Training data 
incorporates 
historical hiring 
discrimination

No access 
to training 
data or 
model 
architecture

Conditional 
class certifica-
tion granted 
under ADEA

Litigation 
pending; 
potential 
burden-
shifting 
framework

SyRI/NJCM v. 
Netherlands 
(2020)

Netherlands Welfare (fraud 
detection)

Nationality, 
migration back-
ground as risk 
factors; targeted 
immigrants

No transpar-
ency on 
methodol-
ogy or 
scoring

Court struck 
down under 
ECHR Art. 
8(2)

System dis-
continued; 
transpar-
ency re-
quirement 
established

Telangana Sa-
magra Vedika

India Welfare (entity 
resolution)

False positives 
concentrated 
among vulnera-
ble populations

Generic 
notices; no 
oversight; 
algorithmic 
accuracy 
presumed

No judicial 
challenge; 
regulatory 
vacuum

1.86 M 
cards 
cancelled; 
ongoing 
harm

UDK Denmark Denmark Welfare (fraud 
detection)

Over 60 algo-
rithms targeting 
vulnerable 
groups

No monitor-
ing notice; 
no explana-
tion; limited 
contestation

GDPR applies 
but minimal 
enforcement

Invasive 
investiga-
tions; for-
mal rights 
insufficient

SCHUFA/OQ v. 
Land Hessen 
(2023)

Germany/EU Credit Scoring Training data 
reflects his-
torical lending 
discrimination

Credit 
bureaus-
controlled 
methodol-
ogy

CJEU expand-
ed Article 22; 
meaningful 
explanation 
required

Stronger 
protections; 
imple-
mentation 
challenges 
remain

Platform 
Moderation 
(ongoing)

Global Content Mod-
eration (Meta 
Systems etc.)

AAVE flagged at 
higher rates; an-
notator bias in 
training data

Inadequate 
appeals; 
opacity in 
logic; lim-
ited human 
review

EU DSA 
(2022) + Santa 
Clara Prin-
ciples [56]

Procedural 
improve-
ments; 
substantive 
quality 
uncertain
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U.S. approaches, which often defer to trade secrecy claims. These patterns demonstrate 
that the dual erosion framework captures dynamics transcending specific technological 
implementations or legal traditions.

5  Emerging regulatory frameworks
Recent regulatory developments respond to algorithmic harms through increasingly 
sophisticated approaches that recognise the dual erosion framework's core insights, even 
if they do not articulate them explicitly. Three regulatory instruments merit detailed 
analysis for their approaches to equality risk, remedy risk, and the interaction between 
them.

5.1  European Union artificial intelligence act

The EU AI Act (2024), which entered into force on 1 August 2024, establishes a com-
prehensive risk-based framework that operationalises the dual erosion logic. The Act 
categorises AI systems into four tiers based on risk levels. Prohibited systems present 
unacceptable risks and include social scoring by governments and real-time biometric 
identification in public spaces, absent narrow exceptions (Article 5). High-risk systems, 
defined as safety components or systems used in domains listed in Annex III, including 
employment, education, law enforcement, and access to essential services, trigger exten-
sive requirements (Article 6). While limited risk systems face transparency obligations 
(Article 50), minimal risk systems remain largely unregulated.

For high-risk systems, the Act addresses equality risk through Article 10 data gover-
nance requirements. Training datasets must be relevant, representative, and error-free 
to the extent possible. Where datasets contain bias that cannot be eliminated, provid-
ers must detect, document, and mitigate such bias. Providers must establish data gover-
nance practices that ensure appropriate design choices, data collection, and processing 
operations (Article 10(2)). These requirements mandate affirmative attention to data 
quality rather than allowing providers to use convenience samples that systematically 
underrepresent particular populations.

The Act addresses remedy risk through overlapping mechanisms. Article 13 transpar-
ency requirements mandate that providers prepare instructions for deployers, including 
system capabilities, limitations, reasonably foreseeable misuse, and the degree of accu-
racy expected from the system. Article 14 human oversight requirements demand that 
deployers assign oversight to natural persons with competence, training, and author-
ity to intervene or interrupt systems displaying anomalous outputs. Article 27 requires 
deployers in public sector contexts or certain high-risk domains to conduct fundamental 
rights impact assessments before deploying systems. Article 72 post-market monitoring 
obligations require providers to actively collect and document information about system 
performance in real-world conditions.

These provisions collectively reduce remedy risk by ensuring multiple checkpoints 
where affected individuals and regulatory authorities can examine system operation. 
However, significant limitations remain. The Act does not specify what constitutes an 
adequate explanation of high-risk system logic beyond generic instructions for deploy-
ers. It does not establish private rights of action enabling individuals to enforce require-
ments directly. Enforcement depends on designated authorities with uncertain capacity 
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and political will. Implementation will determine whether the Act's ambitious frame-
work translates into adequate protection or remains aspirational.

5.2  European Union digital services act

The Digital Services Act (2022), which came into full effect on 17 February 2024, estab-
lishes platform accountability requirements, including those addressing content mod-
eration algorithms. While not explicitly framed within the dual erosion framework, the 
DSA’s provisions align with both dimensions. Article 27 transparency obligations for 
recommender systems require Very Large Online Platforms to provide users with at 
least one option for recommender systems not based on profiling. This addresses equal-
ity risk by reducing the algorithmic amplification of divisive or harmful content that is 
targeted based on inferred characteristics.

Articles 34 and 35 require Very Large Online Platforms to conduct systemic risk 
assessments and implement mitigation measures. Risk assessment must include con-
sideration of how systems affect fundamental rights, including freedom of expression, 
non-discrimination, and privacy (Article 34(1)(b)). This requirement acknowledges that 
content moderation involves value choices affecting protected interests that cannot be 
resolved through purely technical optimisation. Article 37 independent auditing require-
ments provide external verification of compliance, addressing information asymmetries 
that otherwise allow platforms to control narratives about algorithmic performance.

The DSA addresses remedy risk through Articles 17 and 20, which establish internal 
complaint systems, and Article 21, which provides for out-of-platform dispute resolu-
tion. Users must receive clear grounds for content decisions, the possibility to contest 
decisions, and timely resolution of complaints (Article 17(3)). Very large online plat-
forms must provide access to certified out-of-platform dispute resolution bodies, 
enabling users to resolve disputes outside platform-controlled processes (Article 21). 
Article 40’s data access provisions require Very Large Online Platforms to provide vetted 
researchers with access to platform data, addressing epistemic asymmetries that prevent 
external analysis of algorithmic effects.

The DSA's limitations include vague standards for what constitutes adequate expla-
nations, limited enforcement mechanisms for individual users, and dependence on 
regulatory capacity. Nonetheless, the framework represents a significant advance over 
previous regimes by acknowledging that procedural protections require specific mecha-
nisms rather than general principles.

5.3  Revised Santa Clara principles

The revised Santa Clara Principles on Transparency and Accountability in Content Mod-
eration (2021) provide normative standards for content moderation governance that 
civil society organisations, academics, and some platforms have adopted. The updated 
principles expand from three operational principles (numbers, notice, appeal) to a com-
prehensive framework including foundational principles and operational requirements.

Foundational Principle 5 on integrity and explainability directly addresses algorithmic 
content moderation, requiring that platforms explain when and how automated systems 
are used, that automated systems are validated for accuracy and bias, and that mean-
ingful human oversight exists. This principle acknowledges that automation creates dis-
tinctive risks requiring specific safeguards beyond general due process requirements. 
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Operational Principle 2 on notice requires that platforms explain whether content 
was detected or removed through automated means and provide meaningful informa-
tion about how automation reached particular decisions. Operational Principle 3 on 
appeal requires that platforms provide access to human review and that appealed deci-
sions receive substantive reconsideration rather than automated confirmation of initial 
determinations.

These principles remain voluntary rather than legally binding, limiting their practical 
force. However, they establish consensus standards that inform regulatory development 
and provide benchmarks for evaluating platform practices. The European Commission 
explicitly referenced the Santa Clara Principles when developing DSA (2022) complaint-
handling requirements, demonstrating how civil society standards can inform the devel-
opment of hard law [12, pp. 11–13].

6  Implementable reform framework
The dual erosion framework generates specific reform proposals addressing both equal-
ity risk and remedy risk through implementable legal instruments. Rather than offering 
aspirational principles, these proposals provide concrete standards that courts and regu-
lators can apply immediately within existing legal frameworks.

6.1  Discovery protocols reconciling trade secrets with due process

Algorithmic systems pose discovery challenges because plaintiffs require access to train-
ing data, model architecture, and validation studies to establish claims of discrimination. 
However, defendants often assert trade secret protections that block disclosure. Royal 
Brush Manufacturing v United States establishes a constitutional foundation for resolv-
ing these tensions by holding that due process requirements override statutory trade 
secret protections when disclosure is necessary for meaningful adversarial testing (2023, 
slip op. at 12–14). Building on this precedent, courts should adopt a tiered disclosure 
protocol modelled after those used in complex commercial litigation.

Stage one discovery should require defendants to produce general information about 
algorithmic systems, including descriptions of intended purpose, categories of data 
used, general methodology, and validation procedures. This information aligns with 
the requirements for meaningful information about decision logic under GDPR Arti-
cles 13(2)(f ) and 15(1)(h) (2016). Defendants cannot assert trade secrecy over general 
descriptions of system operation because meaningful adversarial testing requires an 
understanding of the basic system architecture.

Stage two discovery, triggered after plaintiffs establish a preliminary showing of dis-
criminatory effects, should require the production of specific technical details to quali-
fied experts under protective orders. Protective orders should permit disclosure to 
experts retained by plaintiffs but prohibit experts from sharing information beyond what 
is necessary to evaluate discrimination claims. This approach strikes a balance between 
defendants' legitimate interests in protecting commercially sensitive information and 
plaintiffs' rights to test claims effectively. The U.S. Federal Rules of Civil Procedure [27] 
already authorise protective orders limiting disclosure, and courts regularly employ 
them in patent litigation and trade secret cases. Algorithmic discrimination cases war-
rant no less protection for plaintiffs' procedural rights.
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Stage three should permit limited in-camera review where parties dispute whether 
information is genuinely confidential or whether protective orders provide adequate 
protection. Courts retain inherent authority to examine materials in camera to deter-
mine discoverability. In United States v. Zolin, the Supreme Court held that U.S. Federal 
Rule of Evidence 104(a) [28] does not prohibit the use of in camera review when deter-
mining the existence of a privilege [60, pp. 565–570]. This authority extends to evaluat-
ing whether claimed trade secrets are sufficiently important to justify limiting plaintiffs' 
access to information needed for effective adjudication.

6.1.1  Model statutory provision: algorithmic disclosure requirements

In any proceeding where an algorithmic determination produces legal effects or similarly 
significant consequences for an individual, the deployer shall disclose to the affected 
individual and adjudicating authority, under protective order if necessary:

(a) All categories of personal data processed, including derived or inferred attributes; 
(b) A plain-language description of the decision-making logic, including factors consid-
ered and their relative importance; (c) The specific basis for the particular determina-
tion, including which data elements contributed to the outcome; (d) Validation studies 
demonstrating the system's accuracy and any identified limitations or biases.

Trade secret protections shall not preclude disclosure necessary to enable meaning-
ful contestation of algorithmic determinations affecting fundamental rights. Where 
deployers assert trade secret protection, courts shall employ graduated disclosure under 
protective orders permitting access to qualified experts while safeguarding legitimate 
commercial confidentiality through procedures established in [jurisdiction's civil proce-
dure rules].

This provision operationalises the graduated disclosure framework, providing adapt-
able language for incorporation into civil procedure rules. The framework strikes a bal-
ance between trade secret protection and due process, establishing that fundamental 
rights considerations take precedence over commercial confidentiality when necessary 
for meaningful contestation.

6.2  Reversed burden framework adapted from employment law

The ADEA regulatory framework, which addresses age discrimination through disparate 
impact analysis, is codified in the U.S. Code of Federal Regulations [19], providing a tem-
plate for algorithmic discrimination claims. Under this framework, plaintiffs establish 
prima facie cases by identifying specific employment practices causing adverse impact 
and demonstrating statistical disparities. The burden then shifts entirely to employers to 
prove reasonable factors other than age as an affirmative defence. Critically, in Meacham 
v. Knolls Atomic Power Laboratory [42, pp. 91–92], the Court held that employers bear 
both the burden of production and the burden of persuasion regarding reasonableness.

Courts should adapt this framework to address algorithmic discrimination by requir-
ing defendants to demonstrate reasonable factors other than protected characteristics 
once plaintiffs have shown a disparate impact. The reasonableness standard, codified 
in the U.S. Code of Federal Regulations [19], requires evaluating whether practices are 
objectively reasonable when viewed from the perspective of a prudent employer mind-
ful of its responsibilities under anti-discrimination law. U.S. Code of Federal Regulations 
[19], specifies relevant considerations including the extent to which factors relate to 
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stated business purposes, the extent to which factors were defined and applied fairly, the 
extent to which employers limited subjective discretion, the extent to which employers 
assessed adverse impacts on protected groups, and the degree of harm and steps taken 
to reduce it.

Applying these factors to algorithmic systems would require defendants to demon-
strate that training data were representative, that alternative approaches with less dis-
criminatory effects were considered, that the system was validated using appropriate 
populations, that adverse impacts were measured and addressed, and that ongoing mon-
itoring detects emerging bias. This framework is immediately implementable through 
the existing disparate impact doctrine without requiring new legislation. Courts possess 
the authority to adapt burden-shifting frameworks to novel contexts, and the ADEA 
model provides tested standards for evaluating the reasonableness of practices produc-
ing disparate impacts.

6.2.1  Worked example: ADEA-style algorithmic hiring discrimination case

A worked example illustrates how this framework would operate in practice. Consider a 
hypothetical case involving an AI-powered resume screening system deployed by a large 
employer.

Pleading and Prima Facie Case: Plaintiff, a 52-year-old applicant with fifteen years of 
relevant experience, alleges that the employer's algorithmic screening system rejected 
her application despite strong qualifications. To establish a prima facie case, plaintiff 
demonstrates: (1) membership in a protected class (age 40 +); (2) qualification for the 
position based on education and experience; (3) adverse employment action (rejection); 
and (4) statistical evidence showing the system rejects applicants over 40 at 1.8 times 
the rate of younger applicants, exceeding the four-fifths (80%) threshold for disparate 
impact. The court finds that a prima facie case has been established, shifting the burden 
entirely to the employer.

Discovery and Burden-Shifting: The employer must now articulate and prove rea-
sonable factors that are not based solely on age. Initial discovery reveals the screening 
algorithm considers: years of experience, educational institution attended, employment 
history continuity, and skills assessments. The employer argues these factors serve 
legitimate business purposes. However, plaintiff 's counsel, pursuant to a protective 
order, obtains detailed technical documentation from a qualified expert. Expert analy-
sis reveals problematic design choices: (a) the system treats experience beyond fifteen 
years as a negative factor, penalizing rather than valuing longer careers; (b) institution 
prestige rankings disproportionately favour recently established programs, disadvan-
taging candidates who graduated decades ago; (c) employment gaps trigger automatic 
penalties without contextual assessment, disproportionately affecting workers over 40 
who experienced 2008 recession layoffs. The employer cannot demonstrate that these 
specific algorithmic choices were necessary for identifying qualified candidates or were 
validated on age-diverse populations. The court finds the employer failed to satisfy its 
burden under [19].

Less Discriminatory Alternatives: Even if the employer had established reasonableness, 
the plaintiff demonstrates feasible alternatives with reduced discriminatory impact: 
capping experience consideration at fifteen years rather than penalising longer careers, 
providing opportunities to contextualise employment gaps, and removing institutional 
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prestige weights. The plaintiff 's expert demonstrates through simulation that these 
modifications would reduce the age disparity from 1.8:1 to 1.1:1, while maintaining or 
improving the system's predictive validity for job performance. The employer's failure to 
adopt or even evaluate these apparent alternatives further undermines any reasonable-
ness defence.

Remedies and Monitoring: The court orders comprehensive relief: (1) compensatory 
damages for plaintiff 's lost wages and emotional distress; (2) injunctive relief requiring 
the employer to modify the algorithmic system to eliminate identified age-correlated 
disparities within ninety days; (3) prospective monitoring through annual independent 
bias audits for three years; (4) conditional class certification enabling other affected 
applicants to seek relief. The employer must submit quarterly compliance reports to a 
court-appointed monitor, demonstrating that the modified algorithms no longer pro-
duce a disparate impact.

Impact Analysis: This outcome demonstrates balanced consideration of competing 
interests. The societal impact establishes that algorithmic employment decisions receive 
scrutiny equivalent to that of human decisions, thereby protecting workers from auto-
mated age discrimination. The commercial impact creates clear compliance incentives, 
such as proactive bias testing, transparent documentation, and consideration of less 
discriminatory alternatives, without imposing impossible standards. Employers who 
use certified independent audits and implement recommendations before litigation are 
more likely to receive qualified immunity, thereby encouraging voluntary compliance 
over defensive litigation. The procedural innovation demonstrates that burden-shifting 
frameworks function effectively in algorithmic contexts, with protective orders enabling 
meaningful discovery of technical details without compromising legitimate trade secrets. 
Courts can apply this framework using existing disparate impact doctrine and discovery 
rules, requiring no new legislation.

6.3  Risk-tiered due diligence standards

The EU AI Act's (2024) risk-based framework provides a model for risk-tiered due dil-
igence obligations applicable beyond the European Union. Systems that produce legal 
effects or similarly significant effects should trigger heightened due diligence, including 
robust data governance, validation requirements, transparency obligations, and ongo-
ing monitoring. The Act defines significant effects as circumstances where algorithmic 
decisions affect access to essential services, education, employment, law enforcement, 
migration, border management, or the administration of justice (2024, Annex III). These 
categories align with domains where algorithmic errors result in substantial harm to 
fundamental rights and freedoms.

For high-risk systems, providers should be required to establish and document risk 
management systems that identify foreseeable risks, implement mitigation measures, 
and test systems throughout their lifecycle (Article 9). Data governance obligations 
should mandate that training datasets are relevant, representative, and appropriately 
examined for bias (Article 10(2)). Technical documentation must describe the system 
design, data processing, human oversight mechanisms, and expected accuracy levels 
(Article 11). Post-market monitoring should require the systematic collection and analy-
sis of data about system performance in operational contexts (Article 72).
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Deployers of high-risk systems should conduct fundamental rights impact assessments 
before deployment, when systems will be used by public authorities or in domains where 
errors systematically disadvantage particular populations. These assessments should 
identify affected groups, analyse potential discriminatory effects, evaluate the adequacy 
of safeguards, and document consultation with potentially affected communities. The 
requirement for community consultation distinguishes this approach from purely tech-
nocratic risk assessment by acknowledging that affected populations possess expertise 
about how systems impact their lives that developers and regulators lack.

Implementation could occur through regulatory guidance that specifies due diligence 
expectations or through common law development, as courts recognise heightened 
duties of care when deploying high-stakes algorithmic systems. The advantage of reg-
ulatory implementation is comprehensive coverage and clear, standardised guidelines. 
The advantage of common law development is its flexibility in adapting to evolving tech-
nologies and contexts. Both approaches could operate simultaneously, with regulations 
establishing minimum floors and tort liability incentivising practices exceeding regula-
tory minima.

6.3.1  Independent audit requirements and safe harbour provisions

Independent algorithmic audits provide external verification of compliance with non-
discrimination and transparency obligations while creating safe harbour incentives for 
proactive risk management.

To ensure audit quality and independence, auditors should meet minimum qualifica-
tions including: (1) demonstrated technical expertise in machine learning systems, sta-
tistical bias detection, and fairness metrics; (2) independence from the deployer, with 
no financial relationships within the preceding three years; and (3) professional liability 
insurance covering audit activities. The audit scope for high-risk systems should encom-
pass the examination of training data for representativeness and bias, a review of model 
architecture and feature selection; validation of testing procedures across demographic 
groups, an assessment of deployment context and monitoring mechanisms, and mea-
surement of disparate impact using established fairness metrics.

Auditors should produce two reports: a public summary that documents the method-
ology, key findings, and recommendations for affected communities and regulators; and 
a detailed technical report for deployers, identifying specific vulnerabilities and reme-
diation measures. To incentivize voluntary auditing, deployers who commission inde-
pendent audits and implement recommended remediation measures within ninety (90) 
days should receive qualified immunity from civil liability for issues identified in audit 
reports, provided that: (1) qualified independent auditors conducted the audit; (2) reme-
diation substantially addresses identified risks; and (3) the deployer maintains ongoing 
monitoring to detect emerging issues.

This safe harbour encourages proactive compliance without creating liability shields 
for deployers who ignore audit findings or fail to implement remediation. High-risk sys-
tems should undergo annual independent audits, while medium-risk systems require 
biennial auditing. Audit reports should be submitted to relevant regulatory authorities, 
with public summaries published to enable accountability. This framework adapts estab-
lished financial and environmental auditing practices to algorithmic contexts, providing 
tested mechanisms for independent oversight and assurance.
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6.4  Operationalising meaningful information requirements

The GDPR (2016) requires that data subjects receive meaningful information about 
the logic involved in automated decision-making (arts. 13(2)(f ), 14(2)(g), 15(1)(h)). The 
SCHUFA decision interprets this requirement broadly, holding that meaningful infor-
mation must enable data subjects to understand decision-making rationale and contest 
outcomes effectively (2023, paras. 56–59). However, regulatory guidance has not speci-
fied concrete standards for determining whether explanations are meaningful, creating 
implementation challenges.

Courts and regulators should adopt tiered explanation standards based on the signifi-
cance of the decision and the rights affected. For decisions that produce legal effects, 
explanations must include the categories of data used, the relative importance of dif-
ferent factors in the particular decision, the reasons why specific data elements led to 
adverse outcomes, and information about how similar cases are typically treated. This 
standard exceeds generic methodology descriptions by requiring a personalised explana-
tion of individual decisions.

For complex machine learning systems where a complete explanation is technically 
infeasible, explanations must provide approximations enabling meaningful contestation. 
Counterfactual explanations, which describe how changes to the input would alter the 
outcomes, provide an alternative approach. For instance, credit denials could explain 
that approval would have required different debt-to-income ratios, a different employ-
ment history, or different payment patterns. Feature importance analysis, which iden-
tifies the factors contributing most to particular decisions, provides another approach. 
The key principle is that explanations must enable affected individuals to determine 
whether decisions reflect the appropriate application of legitimate factors or an inappro-
priate weight on problematic proxies or protected characteristics.

Regulatory authorities should develop adequacy guidelines for explanations through 
notice-and-comment procedures, incorporating input from affected communities, tech-
nical experts, and deployers. These guidelines should specify the minimum information 
requirements for different decision contexts, provide examples of adequate and inad-
equate explanations, and establish safe harbours for explanation approaches that meet 
regulatory standards. This approach strikes a balance between flexibility for innovation 
and certainty regarding compliance obligations.

6.5  Participatory governance mechanisms

Current algorithmic governance suffers from democratic deficits because technical 
experts and corporate actors make value choices that affect fundamental rights without 
meaningful input from the affected communities. The EU AI Act's (2024) risk assess-
ment requirements improve this situation by mandating consideration of the impacts 
on fundamental rights, but they do not require direct participation by affected popula-
tions. Governance frameworks should incorporate participation mechanisms at multiple 
stages, including system design, deployment decisions, ongoing monitoring, and dispute 
resolution.

For public sector algorithmic systems, participation should occur through advisory 
bodies that include members from affected communities, who have the authority to 
review proposed systems, access technical documentation, and recommend modifica-
tions or rejection before deployment. These bodies should have sufficient technical 
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support to evaluate systems meaningfully, including access to independent experts and 
the ability to commission external audits. Their recommendations should be public, and 
agencies should be required to respond substantively to objections, creating account-
ability for deployment decisions.

For private sector systems in high-stakes domains, participation could occur through 
mandatory consultation requirements in fundamental rights impact assessments. The 
EU AI Act (2024) requires such assessments for certain deployers (Article 27) but does 
not specify consultation procedures. Regulatory guidance should require deployers to 
conduct structured consultations with representatives of affected communities, docu-
ment community concerns, and explain how these concerns were addressed or why they 
were deemed not to warrant system modifications.

Content moderation governance provides a domain in which participatory approaches 
can operate immediately. Platforms should establish oversight boards with diverse mem-
bership that reflects affected communities, and these boards should have the authority 
to review policy decisions, examine enforcement patterns, access aggregated data about 
moderation outcomes, and issue binding decisions about specific cases. Meta's Over-
sight Board provides a partial model but falls short of meaningful participation because 
Meta selects board members, the board lacks access to training data and algorithmic 
details, and binding authority extends only to individual content decisions rather than 
policy choices or algorithmic design [21, pp. 567–568]. Genuine participatory gover-
nance would require community selection mechanisms, full access to information, and 
authority over systemic issues beyond individual cases.

6.5.1  Concrete oversight body framework

To operationalise participatory oversight, governance bodies should be structured to 
ensure affected communities have a meaningful voice while maintaining technical com-
petence and operational viability. Composition should prioritise representation from 
the affected community, with mechanisms that ensure technical expertise and deployer 
input supplements rather than dominate community perspectives. One workable model 
allocates representation proportionally: affected community representatives (40–50%), 
independent technical experts (25–35%), and deployer representatives (20–25%). This 
composition ensures community priorities shape oversight while incorporating neces-
sary technical and operational knowledge.

Selection mechanisms critically determine oversight legitimacy. Community repre-
sentatives should be selected through civil society organisations with established rela-
tionships to affected populations, rather than appointed by deployers or government 
agencies. Rotating terms (e.g., two- to three-year staggered terms) prevent capture while 
building institutional knowledge. Technical experts should be selected based on demon-
strated expertise in algorithmic systems, fairness metrics, and bias detection, with inde-
pendence requirements excluding those with recent financial relationships to deployers. 
Oversight authority should include advisory powers over system design, deployment 
parameters, and monitoring practices for all systems, with escalated authority for high-
risk deployments.

For systems affecting fundamental rights, oversight bodies should possess conditional 
veto authority over deployment in new domains until fundamental rights impact assess-
ments are completed and community concerns are substantively addressed. Access 
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rights should include audit reports, technical documentation, and aggregated outcome 
data, with confidentiality agreements protecting legitimately sensitive information while 
preventing confidentiality claims from blocking meaningful oversight. Resource alloca-
tion determines whether oversight remains cosmetic or becomes effective. Deployers 
should fund oversight operations at levels that enable genuine scrutiny, scaled to the 
scope and impact of the deployment.

A proportional funding model (e.g., 0.3–0.5% of the system's operating budget) pro-
vides sufficient resources without incurring prohibitive costs. Funding should flow 
through independent intermediaries to prevent the deployer from exerting control over 
oversight activities. Transparency mechanisms ensure accountability. Oversight bod-
ies should publish annual reports that document: the systems reviewed, the concerns 
identified, the recommendations made, the deployer responses, and the outcomes of 
disputed deployment decisions. This public reporting creates reputational incentives for 
deployers to address community concerns while enabling civil society, regulators, and 
researchers to track systemic patterns across deployments.

6.5.2  Implementation challenges and mitigation strategies

Participatory governance models confront documented implementation challenges 
requiring systematic institutional design. Ensuring the legitimacy of civil society organi-
zations requires verification beyond self-designation. The identification process should 
assess organizations against concrete criteria that demonstrate genuine community 
relationships. Appropriate indicators include governance structures that enable affected 
community members to participate in organizational decision-making, sustained 
engagement records rather than episodic consultation, funding transparency, and dem-
onstrated capacity to articulate community concerns through direct engagement rather 
than presumed representation.

Even with legitimate organizational representation, conflicting interests among com-
munities require structured deliberation beyond preference aggregation. Meta's Over-
sight Board illustrates the consequences of inadequate deliberative structures: 80% of the 
Board's decisions were overturned on appeal, as decision-making lacked effective repre-
sentation and structured deliberation [5]. Multi-stage deliberation, where panels review 
independently before collective discussion, enables minority viewpoints to be heard 
before majority positions coalesce, recognizing that preferences form through delib-
eration rather than as fixed inputs. When conflicts persist after deliberation, decision-
making should proceed through supermajority voting requirements that prevent narrow 
majorities from overriding significant community opposition, with dissenting perspec-
tives documented in public decisions and provisions for minority protection measures 
addressing specific harms identified by objecting communities.

However, deliberative processes alone do not guarantee meaningful power redistri-
bution. Critical scholarship applies Arnstein's [7] participation ladder, documenting 
that many approaches remain at informing or consulting rather than achieving citizen 
power. The proposed oversight body addresses this through binding authority to block 
deployments, not merely advisory capacity. However, implementation requires legisla-
tive frameworks that specify jurisdictional scope, procedural requirements, and judicial 
review standards, ensuring that community input receives substantive rather than pro-
cedural consideration.
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7  Limitations
This analysis acknowledges several limitations affecting interpretation and generaliz-
ability. First, the dual erosion framework presents descriptive categories rather than a 
normative resolution of when algorithmic discrimination is justified or how to balance 
competing interests. A reasonable disagreement exists about the appropriate trade-offs 
between accuracy and fairness, privacy and transparency, and innovation and regula-
tion. The framework clarifies these tensions without definitively resolving them. Differ-
ent societies may legitimately reach different conclusions about acceptable algorithmic 
risks based on distinctive legal traditions, cultural values, and institutional capacities.

Second, case selection prioritised systems where harms became visible through liti-
gation, regulatory investigation, or journalistic exposure. This selection bias means the 
analysis may overestimate the prevalence of problematic systems or underestimate the 
effectiveness of existing safeguards for systems that function adequately without gen-
erating visible controversies. Additionally, the cases examined predominantly involve 
governmental or high-profile commercial deployments where documentation is avail-
able. Proprietary systems in contexts lacking public accountability may exhibit distinct 
patterns.

Third, comparative synthesis across jurisdictions with different legal traditions, reg-
ulatory capacities, and cultural contexts risks overlooking factors that make direct 
transplantation of legal solutions problematic. The Netherlands' robust data protection 
regime and cultural commitment to privacy facilitate judicial review of algorithmic sys-
tems, which might face insurmountable political obstacles in jurisdictions with weaker 
privacy protections or greater deference to technological solutions. Similarly, India's 
particular challenges with automated public distribution systems, in the context of wide-
spread poverty, limited digital literacy, and infrastructure constraints, may not gener-
alise to other developing nations with different conditions.

Fourth, the analysis focuses on cases where algorithmic systems produced discrimina-
tory outcomes or obstructed remedies, whereas scholarly literature documents contexts 
in which properly designed algorithms may reduce discrimination compared to human 
decision-makers. Kleinberg et al. [36, pp. 288–289] demonstrate that bail algorithms 
optimised purely for risk prediction can reduce racial disparities compared to judicial 
decision-making in their analysis of over 750,000 defendants in New York City, where 
judges systematically made errors distributed unevenly across racial groups. Ludwig 
and Mullainathan [40, pp. 85–86] emphasise that the relevant comparison is between 
a realistic algorithm and a realistic human in actual institutional contexts, rather than 
idealised versions of either. The dual erosion framework remains applicable to these ben-
eficial cases by clarifying the conditions enabling success. Algorithms that reduce equal-
ity risk through debiased prediction require transparency and validation to verify that 
debiasing succeeded, addressing remedy risk.

Conversely, algorithms designed for contestability must still ensure training data 
does not encode historical discrimination, addressing equality risk. The framework 
thus identifies that beneficial algorithmic deployment requires integrated attention to 
both dimensions rather than optimising one at the expense of the other. Future research 
should extend this analysis to additional domains where algorithms demonstrate supe-
rior performance, identifying design choices, oversight mechanisms, and deployment 
contexts that distinguish beneficial from harmful implementations.
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Fifth, the proposed reforms assume judicial and regulatory capacity to implement 
complex technical oversight that may exceed realistic institutional capabilities. Discov-
ery protocols that require court-appointed technical experts, burden-shifting frame-
works that demand sophisticated statistical analysis, and participatory governance that 
necessitate sustained community engagement all rely on resources and expertise that 
may not be readily available in practice. Implementation research examining how pro-
posed frameworks operate in real institutional contexts would provide crucial evidence 
about feasibility and necessary adaptations.

Finally, the analysis focuses on legal frameworks rather than technical solutions, 
including fairness-aware machine learning, algorithmic auditing methodologies, or pri-
vacy-preserving techniques that might address discrimination and opacity through sys-
tem design rather than external regulation. This choice reflects disciplinary focus rather 
than judgment that technical solutions are unimportant. A comprehensive approach to 
algorithmic accountability requires integrating legal frameworks with technical safe-
guards, organisational practices, and cultural norms that collectively shape system 
development and deployment.

8  Conclusion
AI systems present distinctive challenges to fundamental rights by simultaneously 
entrenching discrimination and frustrating redress. The dual erosion framework for-
malises this observation into an analytical structure, distinguishing equality risk from 
remedy risk while emphasising their dynamic interaction. Equality risk encompasses 
biased training data, non-representative datasets, and discriminatory deployment con-
texts. Remedy risk encompasses algorithmic opacity, evidential asymmetries, and inad-
equate procedural safeguards. These dimensions interact to produce compound harms: 
opacity enables bias to persist undetected, while bias makes opacity more consequential.

Comparative case analysis suggests this framework applies across specific legal tradi-
tions and technological contexts. From COMPAS risk assessments in Wisconsin to SyRI 
welfare monitoring in the Netherlands, from automated public distribution systems in 
India to SCHUFA credit scoring in Germany, similar patterns emerge: algorithmic sys-
tems producing discriminatory outcomes that individuals cannot effectively contest. 
These patterns reveal systematic inadequacies in current legal frameworks that treat 
algorithmic systems as variations on traditional decision-making rather than recognising 
their distinctive characteristics, which require adapted governance.

Recent regulatory developments, including the EU AI Act (2024), the Digital Services 
Act (2022), and revised Santa Clara content moderation principles (2021), demonstrate 
a growing recognition that algorithmic accountability requires specific mechanisms 
beyond general principles. The AI Act's risk-based approach operationalises the dual 
erosion logic by requiring data governance practices that address equality risk and trans-
parency obligations that address remedy risk for high-stakes systems. The DSA (2022) 
establishes procedural protections for content moderation, enabling users to understand 
the decisions made, contest determinations, and access external review. These frame-
works provide a foundation for comprehensive governance but leave significant imple-
mentation challenges that require judicial and regulatory elaboration.

This article proposes five concrete reforms that translate analysis into implementable 
instruments. Discovery protocols adapted from complex commercial litigation enable 
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plaintiffs to access the algorithmic details necessary to prove discrimination while pro-
tecting legitimate confidentiality interests through protective orders. Burden-shifting 
frameworks, adapted from employment discrimination law, address evidential asym-
metries by requiring defendants to prove the reasonableness of systems that produce 
disparate impacts. Risk-tiered due diligence standards, based on the EU AI Act (2024), 
establish graduated obligations proportional to the significance of the decision. Opera-
tionalised explanation requirements specify what constitutes meaningful information, 
enabling effective contestation. Participatory governance mechanisms integrate affected 
communities into design, deployment, and oversight processes.

These proposals respond to critiques that algorithmic accountability scholarship 
remains abstract by providing actionable standards for courts and regulators, though 
implementation will require adaptation to specific jurisdictional contexts and insti-
tutional capacities. They acknowledge that implementing comprehensive algorithmic 
governance requires sustained attention to capacity building, resource allocation, and 
institutional design. They recognise that technical solutions, organisational practices, 
and legal frameworks must operate synergistically rather than as substitutes for one 
another. They acknowledge that reasonable disagreement exists regarding the appropri-
ate trade-offs between competing values.

The fundamental insight is that algorithmic accountability cannot focus exclusively 
on either equality or remedy but must address both dimensions and their interaction. 
Systems that appear technically neutral may produce systematic discrimination when 
deployed in contexts of structural inequality. Systems that provide adequate explana-
tions in isolation may fail to enable meaningful contestation when evidential asymme-
tries prevent affected individuals from testing accuracy. Comprehensive governance 
requires integrated approaches, recognising that equality and remedy are interdepen-
dent rather than parallel concerns.

Future research should extend the dual erosion framework to additional domains, 
including healthcare algorithms, insurance underwriting, educational assessment, and 
emerging applications in autonomous vehicles and robotics. It should examine how dif-
ferent legal traditions approach tensions between innovation and regulation, develop-
ing comparative accounts of governance strategies across diverse institutional contexts. 
It should investigate participatory governance models that genuinely empower affected 
communities rather than providing symbolic inclusion. It should integrate technical 
and legal perspectives to develop comprehensive frameworks spanning system design, 
organisational deployment practices, and external accountability mechanisms.

The stakes are substantial. Algorithmic systems increasingly determine life oppor-
tunities, access to essential services, and freedom itself. Without effective governance 
ensuring these systems respect equality and provide meaningful recourse, society risks 
entrenching systemic discrimination beyond remedy. The dual erosion framework pro-
vides an analytical structure for understanding these risks and proposes implementable 
tools for addressing them, though effective application will require iterative refinement 
based on implementation experience and ongoing technical developments. Implementa-
tion will determine whether fundamental rights frameworks adapt successfully to algo-
rithmic governance or whether the promise of fair and accountable decision-making 
becomes an algorithmic illusion.
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